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Introduction

As occasion for writing of this article served the complete
absence of information, about the restoration of the
[skramblernogo] code and [dekompiljatsii] “virtual machine”. 1
began to write article, simultaneously becoming acquainted with
work and equipment OF aSProtect"a. Therefore after writing of
article I much rethought, saw many errors and learned considerably
more than he wrote in this article. This article more greatly
resembles not the management on the removal Of aSProtect"[a], but
the diary of the cracker, in which in the order it is said, as |
broke concrete program.

Here there are no some, very necessary scripts. For example
script for the passage to OEP. This is done intended, since most
likely this is last article with more or less complex
[iskhodnikami]. To whom will be wanted to work unknown how much at
[dekompiljatorom], to and then lay out him to [pablik], so that in
following [bilde] all this would cover? It is necessary to be
investigated with all i1tself. 1 having been, for example, steamed,
twentieth time hands to reach OEP, became to study OllyScript and
to search for into ASProtect"e of regularity. Already in a day
other day I wrote OEP Of finder. So that there i1s nothing complex
of — dare, investigate!

Note: Most likely the addresses of the chosen sections of
memory coincide will not be! Even in me on the middle of article
was changed the address of the [skramblernogo] code. In this
program there is no table of initialization; therefore iIn this
article nothing it it is discussed. The table of initialization
exists only in the programs, written to Delphi, although 1t can
be, also, to Borland Of c++. Information on the restoration of the
table of initialization you can take from the article Of sergSh
“unpacking Of aSProtect 2.13 based on the example Of
icolover.exe”, which lies at the division of rar- article on the
site www.cracklab.ru.

Necessary tools:
OllyDbg 1.10, with [plaginami], for the concealment of the
presence of diagnostic routine.



OllyScript by Of sHaG v 0.92 or ODbgScript by Of epsylon3 v
1.41 (better 1t)
PETools by OFf nEOx of v1.5 RC6 of — is compulsory of this
version!
WinHex or another hexadecimal editor.
ResFixer v of 1.0 beta 1 by seeQ of — or another utility for
[rebilda] of the resources
PEID of v0.93 and v0.94
ImpREC 1.6 for restoring the import.
Necessary knowledge:
Knowledge PE Of format of — is compulsory
Knowledge of the assembler of — superficially
Necessary habits:
It is necessary to have at least initial habits of
unpacking.



Determination of version and the search for original
entrance point.

And so, here, which tells us PEiD of v0.94
712 PEID v0.94 o [m] JE5H |

File: | C:\PROGRA~1|FONTEX~1\FONTEX~1.EXE L]

Entrypoint: [ 00001000 m x| Fion:
File Offset: kes:
Oa0a1600 Found QEP: D048C197 58,01,40,63

Linker Info: |7.10 tem: | \Win32 GUI

|.ﬁ.SF‘rntect 2. 1x 3KE -» AlEey sooaoy koY
| Multi Scan I | Iask'-.-'iewerl | Qptions I | About || Exit I

[~ Stay ontop

I will say immediately according to the experience that version
0.94 equally defines AsProtect 2.0x, AsProtect of 2.1xxx and
AsProtect 2.2 as AsProtect 2.1x SKE.

But here version 0.93 of these 3[kh] of versions can recognize
only AsProtect 2.0x, about the remaining versions he speaks
Nothing of found *.

Let us look, which to us will say PEiD of v0.93

T'E PEID v0.93 =100
File: | c:\PROGRA1|FONTEX~1\FONTE.~1 EXE L]
Entrypaint: | 00001000 EP Section:
File OFfset: [00001000 First Bytes: [68,01,40,69
Linker Info: | 7,10 Subsvstem: |Win3z2 GUI
| Nothing Found *

| Mulki Scan I | Task Wiewer I | Cpkions I

[ 1 Stay on kop

It means AsProtect 2.0x it drops off.

How to determine, with which of the remained two versions we do
deal? This we will explain only further, and we thus far load
program into OllyDbg and we see the standard beginning OF
asProtect”a of any version (except the early).

BE4E 1 BAE 65 Bl485388 FUSH FOMTEX™1.B06940601

BE4E1 RS EZ B18000aE CHLL FOMTEX™1.B88401868
BE4E188H =] RETH

BE4a180E =] RETH

BE4E18ac 93 WCHG ER-, EEX

BiEdE 1 A0 336 28 ®OR_EBP.OWORD PTR DO5: [EDR+221
bad4aiEin SE SHHF

[SISEYSRRENR 1] FOF EEFP

bad4aiElz 93 WCHG ER-, EEX

BE4E1E13] - JG SHORT FOMTEX™1.B8488FFA

vF ES
bEa4a1E1s E9BC1F @YFzBge) IMUL EDI,DWORD PTR D5:[EDI+EDX+982F287]
BE4ELE2E8 129F DC95ZAES | ADC ELL.BYTE FTR DS: [EDI+&SzZATE0C]

ga4alazc( EV 826 OUT 26, ERKX I-0 command

pa4plazs( B2 V6346193 MOU ERE, 93613476

ga4eilazDf 7B 49 JPD SHORT FOMTEX™1.88481873

Ba4B182F(~ 70 79 JGE SHORT FOMTEX™1.884818AA

ga4e1a31 =]} IMS DWORD PTR_ES: CEDID, DA I-0 command

pa4aiazzl VB BB JPO SHORT FOMTEX™1.8848183F



Now let us open the options of diagnostic routine and will remove
all Jgalochki] in the supplementary sheet Of exceptions.

x
Commands I Dizazm I CFU I Hegistersl Stack. | Analyziz 1 I .-'-‘mal_l,lsis2| Analpziz 3
Security I Debug I Events  Excephions | Trace | SFx | Stringz I Addreszes

™ Ignore memony access violations in KERMEL3Z2

|griore [pazs to program] following exceptions:
[T INT2 breaks
[T Single-step break
[ Memony access vidlation
[™ Integer divizion by O
[T Irnwalid ar privileged instruction
[ Al FPU exceptions

[ Ignore also fallowing custom exceptions of ranges;

ﬂ Add |ast exception |

Add range |

j Delete zelection |

EI ndo | Eancell
“Why?” — you will ask. Protector with the work generates
exceptions, for the difficulty of its fixing. 1 do not know, can,
when i1t only thought, this it interfere withd coma that fixing its
code, but today such Of antiTracing can frighten perhaps that
entirely green novice. Well that zh, who harms us, that us will
help. Usually the number of exceptions from the moment of the load
of program into the diagnostic routine and before complete
unpacking one and also (although there are the exceptions (in the
sense there i1s the unequal number of exceptions)). After last
exception occurs the even more insignificant correction of data,
and then leap to the original entrance point, i.e., in the place,
from which the program began to be performed to the protection by
protector. This point iIs our purpose. Costing on the address of
original entrance point into the program we let us be able to
throw out the unpacked dump of program from the memory to the
disk.

And so we start our program (F9). They stopped in this place:

Crad FFECCE1Z |HOU DWORD PTR DS: CERwI, 12CEECTE

BEC4BEZE 12R4EE AZ1F42&! SEBE BYTE PTR S5:[EEP+ESI#4+6E421FA2], AH

Bac4B530D| 28L& AHD OH, AL

BAC4BEZF| EF FOF EDI

BEC4EE4E|  &¥:ed4:SFBS BE0l POP DWORD PTR FS: L@l
C4 B4 A S

BECAES4E a3 OO ESF, 4

BECAES4S 24424 28 AOR ERX,DWORD PTR 55:[CESP+251

BEC4ES4D cips v RCR ERX, T2 Shift constant out of range 1..51
AAr4REER (=45 PP FAX

Below in the line of state we see:

|.-’-'u:u:ess wviolation when writing ko [00000000] - uze Shift+F7/F8/F9 to paszz exception to program
OllyDbg reports that occurred the exception with a attempt at the
writing into the memory with address 00000000 and proposes to
harvest Shift+F7/F8/F9 in order to transmit this exception into




the program for the subsequent working. This iIs those exceptions
themselves, which are necessary to us. Now it is possible to more
precisely determine the version of protector. In the version Of
asProtect 2.2, as far as to me known, generally there are no
exceptions. Apparently the author introduced large changes in
charger. Therefore AsProtect 2.2 drops off. In order to reach the
original entrance point necessary to press Shift+F9 to that
moment, when program is neglected. If after sequential exception
the window appears:

Protection Error ﬂ
'T Debugger detected - please close it down and restart!
L

\Windows MT users: Please note that having the
\Winlce/SaoftIce service installed means that you are
running a debugger!

, then it is necessary to place what or of [plagin] for OllyDbg
the hiding diagnostic routine from the detection (IsDebugPresent,
Hide Of debugger).

We memorize the number of occurred exceptions and i1t is reloaded
program (Ctrl+F2). We start [pogrammu] (F9), we are interrupted on
the exception and harvest Shift+F9 as many times, as they counted
exceptions past time minus one (this and understandably, otherwise
program again it will be neglected). In me this number is equal to

35. They must stop where that here:

Crea 1FADDS44 | MOL DWORD FTR DOS: CEAMI, 44D9A01F
BECZATYFE[ A2 FAFEFD1@ MOW BYTE PTR DS:[C18FOFEFA], AL

BECZAFFE]  AC LoOs BYTE PTR D5:[ESI]

BECZATFE|  &7:i6d: SFES BEE FOF DWORD PTR FS:L[E]

BECZATFC)  33C4 B4 AOD ESF, 4

BACZATFF| &D4451 Br LEA ERX,DWORD PTR DS:[ECK+EDM#Z+F]
BECZAFEE] 52 FOP ER:

BEACZHTE4 ﬂl B498C388 MOy ERX, DWORD PTR DS: [539884]

ARAC2A?00 MOl COoY nlnth oTe Nce F

But do not. entanglel These places: 2. Us are necessary the second.

But how to us to now find original entrance point? Simplest way of
— this to place the point of stop in the section of the code.
Since after last exception in the section of the code of more than
anything it is written, the following turning to it will be when
the code, located in this section it will begin be carried out.
But 1t will be carried out it will begin certainly from our
original entrance point (further OEP) into the program.

It 1s discovered the map of memory (Alt+M) and we see:

HESE HEEE | A A Fr1u| BllE EllE
HEA4EHEHE | BEAE 1 AEE| FONTER"™ 1 FPE header Imag| R RWE
BA4E1 800 B815CHARE| FONTER"™ 1 code Imag| R RWE
HASE0EHE | BAASEHEE| FONTER"™ 1 data Imag|R RWE
HASEIENE | BAE18EEE| FONTER"™ 1 Imaa|R RWE
BESCIEEE | BEE0188&| FOMTER"1| . rsro TESOUTCES Imag| R RWE
OE534800 | BEA39800| FONTEX" 1| . data imports, relf{ Imag| R RWE
HASCOEHE | BEAE1AEE| FONTEX" 1| . adata Irmag| R RWE
0508800 | BEA85800 Map [R E R E
HAFIEEHE | BEAE20EE Map [R E R E
B7AoE0] B210300s s B[R

We see that the program is loaded with address 00400000. The first
region with address 00400000 with size of 1000 (PE of header) is
PE by the title of our victim (read the description PE OF
format®a). The following region with address 00401000 with size of
15C000 is the section of the code, it is here to it to us and it



is necessary to place [brejkpoint] on the access to the memory. We

place [brejpoint] (further [brjak]):
BE46HE880| BAAE1EBAR| FOMTEX™ 1 FE header |Imag|H RUE
BA4A 1 ARE | AA1SCARR| FOMTE=R" 1 code — —
BRSSOEEE | AERSEREE| FOMTEX" 1 data  Actualize
HEHEE3AEE | BAR ] AEER | FONTEX" 1
HESC2ABE| BAAD1BAE FOMTEX™1| .rsrc l=t-tul View in Disassembler E
BEEI4860E8 | BAEZ9EEE | FOMTER"1| .data impo
BESCOABE| BAAR1BAR FOMTEX™1| .adata Durnp in CPU
BEEDEADE | BADE4EEE
HETIHABEH | BARE2EAE Durnp
BETABALDE | BA1B3EEaE8
e et ;
BECIRAEE | AEEZIAGE Search next ¢
e
FECHAAEE | AR CREE Set break-on-access F
BECOCARE | BADE4EEE
SSBESSSE Sgggiggs Set memary breakpaint on access

We harvest Shift+F9 and.. we are interrupted clearly not on OEP.
Well not terribly, simply AsProtect stole in the program the first
several bytes of the code and carried out their itself, but iIn
their place i1t entered zero. It means above that address, where we
now are located they must be zero or the command

ADD BYTE PTR DS:[EAX], AL of — so [dizassembliruet] zero
disassembler. We do Iook above and.. that after features?

B PEE FUF ELL

BE4S59EC EE FOF ESI

BE4359B80 SE FOFP EBE:

BE4359BE co LERVE

B4 25 9EF FETH

ARG 2EACH CHP ERX, 1866

FE4E5905 |~ 75 BE JHE SHORT FOMTEX™1. RAE4SE905
BE4359cy FrOz2 MEG EHR:

BE4ZEICT Bac4 AOD ERX, ESP

BE4359CcE S3CE B4 FOD _ER:-, 4

BE42359CE S5 TEST OWORD FTR DS: LERH1, ERX
BE425900 o4 #CHG ERR, ESP

BE435301 SEEE HOu EHK.DMDHD FTR DS: [EAK]
BE43590s {=15] FUSH ER:

BE435304 c3 RETH

Above is located instruction RET, of zero it does not smell. 1
will say on the secret that this not OEP, but altogether only one
of the numerous functions of program. How I did learn, that this
not OEP? This will arrive with the experience. Try to look as it
appears BY OEP in the programs, written in the different languages
of programming and you will understand everything. Then another
question asserts itself: “IT this not OEP, this first turning to
the section of the code and this is one of the numerous functions
of program, then from where was caused this function?”. This
question to answer is not complicated. Once this is function, then
with 1ts call the address of recovery will be brought in into the

stack. We look, what do we have iIn the stack:

HEEZZ2236
BEH1ZFF24| BAFSEZEZ
BE12FFZE| BACOEZER
BE1ZFF2C| 2D2202BF
BE12FF30| Ba12FFE@
BE1ZFF24| BA1ZFFEC

We see that the address of the recovery of 00E22236. Council.
Never mind, which is located in the third column of the window of
stack. Here — nothing, but is - complete absurdity. Now let us
pass to this address, we harvest Ctrl+G, enter 00E22236,

Enter. [OkazyvaemSJa] here-

LTl o =H

AREZZ23] [~ E9 HEEGFFFF JHP BBEEBSEE

BEEZZ236| 8955 ES MOW DWORD PTR S55:CEBP-121,ESP

BEEZZZ229(~ EB @1 JHP SHORT GBEE=Z23C

EEEZZZ2ZE( 2R 2D348vS1 DE|CALL FAR_CBOE: 21673450 Far call
AEREZZ24Z( 30 @18R2074 CHMP ERX, P4E0@AME1

BREZZ247( 24 83 AND AL, &

BEEZZZ249(  2D7VE FD LER EST,ONORD PTR OS:[ESI-2]

BREZZ24C( Z93E MOU DWORD PTR DOS:[ESI3,E0I

BREZZZ4E( E6& FUSH ESI

BEEZZ24F | FF1S SCDZEE@@ | CALL DWORD PTR_DS:=[SSOZSC] kernel32.GetersionExRA

P



We see that to O0E2224F is caused BY APl the function Of
getVersionExA. We recall, that this function one of the first is
caused in the programs, written to Visual C. if this program is
written on, then we are located almost on OEP. The result is that
program begins they will be carried out not in the section of the
code, but in this region to memory and [brjak] to the access to
the memory on the last exception must be placed precisely on this
region, and not In the section of the code. Let us consider this.
In order to determine the beginning of this region we press the
key For home and it is exerted on the address of O0OE20000, this is
a beginning of region. Let us memorize this number and it is
reloaded program. We reach the last exception, i1t is discovered
the map of memory and we place [brjak] on the access to the memory
to that region itself:

1 Memory map -0 =|
Address |Size Owner Section |Contains Tupe| Access __J
BE40REEE | DEEE1BEE| FONTER"™ 1 PE header Imaa| R
HA481 800 B815CEEE| FONTER" 1 code Imaa|R
BESS0EEE | OBESSEEE | FONTES" 1 data Imaa| R
HASEZENN| AAE18EEE| FONTER" 1 Imaa|R
BESCISEEE| ORE018EE | FONTER"1| . rsrc CESOUDCGES Imag| R ._J
BEEI4EEE | BEE39888| FOMTER" 1| .data imports,reld Imag| R
BRECOEAE | BEAA1EEEA| FOMTEX™1| . adata Imag| R
HAG0EEEE | AEEAE4EEE Mao |R E
HAFIEEEE | AEAE2E0E Map |R E
BEFABEAR | BE183REA Map |R
HAZEEENE | BAEF 1800 Map |R E
BEEEOEAE | BEEE 188G P iv| Bl
HACIEENEN | AEE33E00 Friv| RWE -
BECTOEAE | DBAE4a86 P iv| Bl
HACESE0E | ARaE4EEE0 Friv| Rl
BECADRAE | OBEZSREE Friv| Bl
HACOCHAR | A8E1CHEE Priv| Rl
BEDYOEEE | DEEE 1 BEA Friv| RWE
HADZEEEE | AEEE 1 BEE Priv| RUE
HA0IEEEE | BEEE1BEE Friv| RWE
BEDABEAR | BEEE 1 BEA Friv| RWE
HA0DBEENE | BEEE1EEE Friv| RWE
BEOCARAE | BEEE 188G Frivw| RWE
HA00EEEE | BEEE1BEE Friv| RWE
BEDEQEAE | OEEE 1886 P iv| RWE
HAOFEERE | BEEE1EEE Friv| RWE
BEEQORAE | OEHE 1BE6 Friw| RWE
ROk 2600 aBaSHRg il FUE
FAE SARAAR | HARRARR Actualize
Durnp in CPU
EE e Cump
Search Ctrl+E
Search next Chrl+L
ASCII
1E 7& OC 77| F= IWEkmw Pl Wimi Set break-on-access Fz

=¥ EB DC 77| Swewdt BwdT Dw-bmw
Eg Eg EE ;; _HZ-I:E I::—‘-G-I:EE: Set memory breakpoint on acces

We harvest Shift+F9 and it is exerted here:

&H &8 FUSH &&8
BBEEBSBF 58 SCECEDZ21 FUSH Z1BDECEC
HEEZ2E314 [=1=H=1 FLUSHFU
BEEZ2E31& 57 FUSH EDI
HEEZE31T HEFE OF EDI,EEX
BEEZE319 21C¥ 1CDDF3ED |ADD EDI,EBOF30D1C
HEEZEZ1F SO0O7C24 39 LEA EOI,DWORD FPTR S5:[CESP+39]
BEEZAIZ2S SOFCZF 37 LEA EOI,DWORD FTR D5:[CEDI+EBF-671
HEEZEI2T 52 FUSH EDX
HHEZEZZE|~ EB @1 JHMP SHORT HEEZEIZE
HEEZ2EI2A F2: FREFIX REPHE: Superf luous prefid
HEEZEIZE 53 FUSH EEX
HEEZE32C|~ EB @1 JHMP SHORT BEEZEIZF
HEEZEIZE E955 B3 E424381 IMUL EDX, DNDRD FTR 55:[EBF+31,C1382454
BEE28335 CH 23F2 RETF HEF32 Far return
BEE2E33E | v EB 82 JHMP SHDHT BEEZ2E33C
BEEZ2E32A IMNT
HEEZ2EISC 68 GSBBBBBB PUSH 68
HEEZEZ41 JHMP SHORT BEEZEI45 Superf luous prefix
BEEZE344 FBFSSEE (015] LOCK_AMO_EDX, FFFFFFDSE LOCE, prefin is not al lowed

If I do not make mistakes, then by command PUSH 60 does begin the
program, compiled by what that (I do not remember) however, with
version s. | that it is obtained? But is obtained this is what -
Of asProtect now it does not steal several bytes with OEP (to the



first call of call), but takes away completely all beginning of
program into itself and memories are carried out in region chosen
under this code. Well this is not terrible! What does prevent us
from [sdampit] program and separately this region memory, and then
tightening this region of in the form new section to the dump? Let
us look only below and we see:

HEEZE39C |~ EB B2 JHP SHDRT BEEZB3AE

HEEZ2A39E CO 28

HEEZ2EZAE S07F B& LEH EDI DNDRD FTR DO5: [EDI+&]
HEEZEZAZ F2: FREFIX REP Superf luous prefin
HEEZEZA4 )~ EB 81 JHMP SHORT BBEEBSH?

BEEZEZAG ES ZEEEGZCD CALL CODE4EEE?

HEEZESAE ZHE2 B AHMD BYTE FPTR DS: CEDW+571, 00
HEEZEZAE ZEBFE SUE EDI,EEX

HEEZ2EIEE SEFC HMow EDI, ESP

HEEZEIEZ S3CF B4 AOD EDOI, 4

HEEZEZELS |~ EB B2 JHMP SHORT BEEZEZIET

HEEZEIET cO 28 IMT zZ8

HEEZA3ES C¥A7 S88ASFAA |MOU DWORD PTR DS:CEDI],SV2ASS
HEEZEIEBF EF FOF EOI

BEE2E3CE SFE7 FOF OWORD PTR DS:[EDI]
HEEZEICZ EF FOF EOI

BEEZ2E3CT 55290 FOFPFUW

HHEZEICE &2 BEEZEZOE FUSH BEZ02IEE
BEEZE3CA ES SIFCas@a CALL B8ESE8EE

BEEZCB2ZCF(  SEBDS MOL EEN , ER

BEEZAS0L |~ EF SA19066E8 JHP BBREZ107E

BEEZO20E( 5@ FUSH EFX

BEEZE207( FF36 FUSH DWORD PTR DS:[ESI]
BEEZEZ09) . EF 901906868 JHP BBEEZ10TE

BEEZGZ0E( 8045 S8 LER ERx,DWORD PTR S5: [EEF-2@]
HEEZESEL |~ E9 2C17DEEE JHMP BEEZ1EZZ

BEEZB3EE( C3 RETH

BREEZBZIET( EE FUSH EEF

HEEZESES) .~ EY FEOCHEEE JHP BEEZ1BES

BREZEZED( SEBB| MOU ERA, OWORD PTR DS: CEAR]
BEEZEGZEF|( S5Ca TEST ERX,ERX

BEEZE3F 1 ES BRFCEGEE CALL BEEIEEE0E8

BEEZEB3FE( S5CE TEST ERX,ERX

HEEZESFE) -~ EF 242106868 JHMP BEEZZ531

BEEZE02FD( 56 FUSH ESI

BEEZE3FE( &&:9C FUSHFW

BEEZE4EE( 51 FPLUSH ECH

BEEZG4E1 ZBCOD SUEB ECk,EEF

BEEZE4EZ[  2D4C3E &2 LEA EC,OWORD PTR S5: [EEBF+ESI+ER]

We see that the function of O0E90000 it is caused to of OOE203CA
and OOE203F1. Moreover in the first case into the stack is placed
O0E208BO (similarly to the address of recovery), but the secondly
into the stack generally nothing it is placed. Really this is is
one additional trick Of asProtect®"a? Let us verify. We harvest by
the right button of mouse and we select Search of for->All of
commands. In the appeared window we write

call of OOE90000 we harvest Enter.

The imposing list was obtained:

BEEZE2CH| CALL BEESCREG [Initial CPU selection)
BEEZE3F 1| CALL GEESCREG
BAEZESEE | CALL BEES@EEG
BEEZESCE | CALL BEESCREG
BEEZESED| CALL BRESDREE
BEEZESF4 | CALL GEES0REG
BREZEEEY [ CALL BRESEREG
BEEZEE14( CALL BEESDREG
BEEZESZ2E | CALL GRESDRE0
BEEZEG2HE | CALL GEESCREG
BEEZES00( CALL BRESDaE0
BEEZEB2EF | CALL BEESCREG
BEEZE2FS | CALL BEESDREE
BEEZE32H( CALL BEESCREG
BEEZEIER| CALL GEESCREG
BEEZEAZY [ CALL BEESCREG
BEEZEAZZ( CALL BEESCREG
BEEZEASF ( CALL BEES@EEG
BEEZGAED | CALL GEESCEEG
BEEZEACF [ CALL BRESDEEE
BEEZEEE0| CALL @EES0aEG

In all 1n me 1t was located 112 calls of these functions. It
means, to [sdampit] this region will not come out ®. “but why!” —
you say: “It is possible to [sdampit] and this function!”. But
here this will not come out, since this i1s that “virtual machine
itselft” (further VM), about which everything they heard, but that
it from itself represents and as to fight they do not know with
it. To [sdampit] it is possible, but [gimorno] is not-pretty.
[Gimorno], because it i1s already disposed to the current addresses




yes and the size iIn i1t Impressing, and is not-pretty because not-
pretty.. And one additional problem consists in the fact that
checking registration also occurs in VM.

[Dekompiljatsija] of virtual machine.

However, what such “virtual machine”? AsProtect with the
packing of program moves away from it some instructions and they
will replace with their call VM. In this context of understanding
— this is VM the region memory, in which are carried out the
specific actions. The result of these actions will be the same as
with the fulfillment of original instructions. But, in contrast to
the original instructions, in VM all is carried out more tangled.
Maltsters it tried as i1t is possible to more strongly hide the
mechanism of work VM. As a result with the dump of program remain
many calls VM, which now is not. Therefore dump is obtained
nonworking. To fight with this is possible by several methods.
Best - to restore all stolen instructions, to thus remove
dependence on VM. For restoring the instructions there are two
methods:

1) to completely study work VM, to understand the operating
principles with its tables, to understand the size of utilized
data and to as a result write analog, but not for fulfilling the
stolen instructions, but for their restoration.

2) to find such places in the nucleus VM, where, after stopping at
[brjake], it is possible to accurately determine the type of the
emulated instruction and directly its operands. For example, after
stopping in similar you [mete], on what that to signs to
understand, that this is the instruction of cmp, to neglect
program further, to again stop and to understand that the register
of eax is compared with which the, and after stopping where the
further - to understand with which it is compared.

The first method i1s completely long, is labor-consuming and in
principle no one not necessary. The second more promising and the
spent time depends only on the power of observation and on the
level of meditation. Certainly, 1 selected the second method ©. as
a result 1 it wrote script for restoring the stolen instructions.

I will not describe in detail as | i1t searched for each control
point for the script, since, although this and more rapid method,
not on so many in order for two passages to understand the logic
of that, to what Of [soldovnikov] i1t dedicated so much time.
Script is applied to this article (RebuildVM.osc) and 1 tried as
it is possible to in more detail describe each line of the code.
To whom s not interesting the theory of — that it can simply
neglect script and it on the automaton will restore the stolen
instructions, well and all rest 1 please to pass with me into the
peace of the captivating step-by-step laying out of the code ©.

Let us approach! Let us place indicator on the first call VM and
will press Ctrl+ * or by the right button of [myshi]->New of
origin of here, thus, after establishing location counter (eip) to



the necessary address. Now we harvest F7 (Step of into) and fall
into the function of 00OE90000. We see the heap of rubbish and
instructions of jmp. How I did understand, where the rubbish?
Beginning of the function:

OOE90000 JMP SHORT of OOE90005

OOE90003 INT 20

OOE90005 PUSH EDI

OOE90006 PUSHFD

OOE90007 JMP SHORT of OOE9000C

OOE9000A INT 20

OOE9000C LEA EDI, DWORD PTR SS:[EBP+ESI+405AC8]
OOE90013 SuB EDI, ESI

OOE90015 SUB ESP, 20

OOE90018

We see to OOE90000 that is carried out the leap through the
command INT 20 to OOE90005. Then into the stack is placed register
EDI. Remains register EFL (state of all flags). Again the leap
through the command INT 20 to OOE9000[S]. in EDI is placed dword
with the address EBP+ESI+405AC8. From EDI is read ESI. ESP
decreases by 20h. In EDI is placed dword with the address ECX+EDX *
2+5F. Note that for the recording of dword"[a] onto the register
EDlI to OOE90018 is used not one value of the previous
calculations. Result simply is rerecorded! I.e. all this can be
replaced with the following code:

PUSH EDI
PUSHFD
SUB ESP, 20

Even then, 1T you look further, then you will see, that EDI again
is rerecorded, so that the command

is not also necessary. Now, iIf we want, then it is possible
to completely clean rubbish from this function and to ascertain
that the useful code iIn it entirely a little, in essence of — this
calculation of the address of the passage into the following
region of memory. Passage into this region is accomplished with
the aid of the command CALL EXX, where instead of EXX there can be
any register.

Interesting us passage:

BREZE1ZF| 26:EB B2 JHE SHORT @8ES@134 Superf luous prefid
BEESE122(  CD 28 IMNT 28

BEEZE134|  SDECEE SEFZ44@) LER EDI,DWORD FTR DS: [EEX+ECH+44F23E]
BEEZE12E|  20BCZ1 FCE4CE5@ LER EDI.DOWORD PTR DS: CECK+CES4FC]
BEEZE142(  2BFY SUE EDI,ECH

BHESE144| FFO7 CALL EDI

BUEZE145 68 848C4EF9 PUSH Fo4ESCE4

BREZE14E( 337C24 28 ®OR EDI,DWORD FTR S5S:L[ESF+281
BEEE14F( 237024 B8 #OR EDI,DWORD PTR S5: [ESP+2]

BREZE1S3( SF FOF EDI

BEEYE1E4( 2872 CC AHMD BYTE PTR DS: [EA®-241,EH

BEEZE1SY( BECcs ROD EL,AL

BEETE1ES) BEEE AODD BYTE PTR D5:L[ERX], AL

BEEZE1SE( Bo8g ADD EBYTE FTR D5: CER=], AL

BEEZE1E0(  BEEE AOD BYTE PTR DO5:L[ERX], AL

BEEZE1EF| GEEg ADD BYTE PTR D5: CERH], AL

BHEFE161 BEEE AOD BYTE PTR DO5:L[ERX], AL

BEETEICZ) BEEE ADD BYTE PTR DS:[ERX], AL

BEEZE1ES| BeBQ AOD EBYTE FTR DS5:CERX]. AL

BEETEIEY)  BEEE ADD BYTE PTR DS:[EAX], AL




Upon transfer into the following region of memory we fall into the
function, which achieves identification of the stolen instruction,
and it is more concrete specific, function sorts out the coded
values in its table of hash and compares with hash of the current
function, If they coincided, then the primary initialization of
function is produced and it passes directly for emulation. This
function also not large — of the order of OACh (172) of bytes.

HRCESEED 8945 F2 MOy OWoRD PTR S5:[EBP-21,ERX
HECESEEC 2EFF TEST EDI,ED

w-ThH 38 JEE SHORT EBCESE?S
EHCESEER| | EB B1 JMF SHORT BACESEE2
BACESCEZ( [ CP ek Unknown command
HECESELS SB45 F2 MOL ERX, OWORD PTR S5: CEEFP-21
HECESEEE BFEBSEE MOLIE = EHX BYTE PTR DS: [ERX]
HECESEGD SBE422 48 HMaL EDE, DNDRD FTR D5: [EBR+ER=#4+4E8]
HACESEED SBCE MOL ERX, EST
HECESEGF FFO2 CALL EDX
HECESET 1 3845 FC CHMP ER®,DWORD PTR 55: [EEP-41
HECESETd || ¥5 1A JHZ SHORT HECEZESA
HECESETE SB45 18 HMaL - EAX, DWORD PTR 55: [EEP+1@1]
HECESETD =1s] FUSH ERX
HECESETA SB45 14 HMOL ERX, DWORD PTR 55: [EEP+141]
BECESETD =1s) FUSH ERX
HACESETE E2 19FAFFFF CALL BABCEFFIC
HECESESE =1s] PUSH EHX
HECESES SBCE Mo ECH,
HECESERE 8BEE 18 MOL EDA, DNDRD FTE 55: [EEBP+121]
HECEZESD SBC2 HMaL) EHH.
HECESEEE ES D4FOFFFF CALL BBC58364
HECESEIE 4F OEC EDOI
HECESES] B37E &C AOD ESI,DWORD PTR DS: [EEBX+&C]
HECESES 25FF TEST EDI EDOI
BEACES59G | ~| 77 CB JA SHORT HECEEEEE
HECESEZE | 68 B4EECEER PUSH WCEZEE4 HSCII "111@E™
HRCES530 ES FHCAFEFF CALL &aac4s5aic
EBCESEHE PDP EDI

CALL EDX to 00C5856F is occupled by sample and decoding of hash
from the table of hash. Immediately the comparison of obtained
hash with hash of the current function is produced after it. If
they are not equal, then is checked not last this hash in the
table. 1T the latter, then reveals “Error: 111”. But here function
to 00C5858B will be carried out only if hash i1t coincided. Here
this function is a emulator of the stolen instructions! Let us
place [brjak] on this function and will neglect program. They
interrupted. We harvest F7 and fall directly into the emulator.
This function most tangled, since many different actions here are
produced. Only we see below such instructions

L TR o LY [ AN [N R EITTR T L edpmn

BECEE3AZ |~ EB B1 JAF SHORT BBCSE3AE6
BECESIAS| - E9 33CESA43 JHP 445684300
BECSE2AR| @188 SEFZ2ES4 | DD DWORD FPTR_DS: CEEW+S48BFSSE]1,ECH

BECE2IEE 2240 2B C& AOD BYTE PTR DS:[EAX-YE1,-2A
BECE23E4 FFO2 CHLL EDK

BECESIEE 2C B2 SUE

HECEE3EE |~ F2 12 JB SHDHT BACEZICC
BECSE3EA|~ 74 30 JE SHORT BECS23F2

BECEZ3EC|  FECS DEC AL

BECEE3EE |~ BF34 SZ0BEEEE | JE BACSS44E

HECEE3C4 |~ EF DRBDDEEE JHP BECSE403

BACSE3C9 |« EB @1 JHP SHORT BECSS3CC
BECEE2CE|  9A SB4EF2EE S8 CALL FAR &S858: SEFS4E58E

CALL EDX obtains the type of the stolen instruction:

AL= 0 (1t is stolen call)

AL= 1 (it i1s stolen jmp)

AL= 2 (it is stolen jcc (one of 16 [dzhampov]))

AL= e (they are stolen cmp+jcc)

Yes, ASProtect can emulate immediately several instructions.
Respectively now we see that here VM branches out also depending on
what type emulation, will be produced passage to the appropriate
branch of emulation.

Let us place [brjak] immediately after call edx.[Zapuskaem]
program. They interrupted, we see that in AL O, means it is
emulated call (you remember into the stack it was placed the




address of recovery?). Means to us it is necessary fTirst
conditional [dzhamp]. We harvest two times F8 and we here.
[CEEEEE

SEB45 F2 MO ERR, DWORD PTR S5: CEEFP-21]
HECES2CF SEEA &2 MOL EDG, OWORD PTR DS: [EAX+&2]
BECES302 SBCZ MOW ER, EOE
BECES204 BaCT AOD ERX, EDI
BECES30E 83F2 FF CHMF ERR, -1
aaccaz0e|~ ¥5 18 JHZ SHORT BECES3EER
HECES30E SBCZ MOW ER, EOK
HECEE200 B345 F4 AOO ER, OWORD FTR S5: CEEP-C1]
HECES3ER SEEE F2 MO ED, OWORD PTR S5: CEEF-21]
HECEE3ES B342 18 AOD EAX, DWORD PTR DS: [EDE+181]
HECES3EL |~ E9 CHARREAR JHP BECES4AE
HECES3ER SEEE F2 MO ED, DWORD PTR S5: CEEF-21]
HECES3EE B34z 18 AOD ERX, DWORD PTR D5: CEDHE+15]
GOCSESFi|v ES Bsddooon | P pACEE4nE

[Dotrassirujte] to the instruction OFf jmp to O00C583F1 and will
carry out it. Let us prove to be here.

SBES FC MO ED, DWORD PTR S5: CEEP-41
BECE24HE( S3EA B4 SUBE EDE, 4
BECE24E1 29E2 MO OWORD PTR OS5: CEDX], ERA
BECE24E3(  SB4S B8 MOU ER, DWORD FTR S5: CEBF+2]
EECE24EL|(  ES_DEFAFFFF CALL BRCEFFo8
BECE24EE( FFPS FC FUSH DWORD PTR SS5: CEEP-4]
AECEE4EE(  FEYS 18 PLUEH DWORD PTR 5S5: CEBF+1@1
BECE24C1 FFFS @C FUSH DWORD PTR SS: CEBP+C]
BECEE4C4 | 2B4E F2 MOU ER, OWORD PTR S5Z: [EEF-21
BECE24CY(  FFe@ 28 JHMP DWORD FTR DS: CERX+2E]
BACEES4CA[~ EB @1 JHMP SHORT BBCE24C0

Jmp to 00C584C7 carries out the leap Into another region of
memory, but there i1t occurs nothing interesting, only is
normalized stack, the address of recovery is placed into the stack
and leap to the function of program is carried out. l.e. If iIn the
program to the protection it was as follows:

Call of XXXXXXXX

The ASProtect substitutes this by the call VM, where, if we
strongly strongly simplify it is carried out:

Push the address of the recovery

Jmp oF XXXXXXXX

Where instead of xxxxxxxx there can be both the address in the
section of the code and the address in the chosen region of
memory .

In my script I substitute call VM by precisely such instructions.
The address, which the instruction of push places into the stack
necessary to change by the address, with which will be placed the
stolen code after dump. With emulation of call they were
dismantled. That 1 can say apropos emulation of jmp, and nothing.
This one and the same, with one reservation alone, that, if it is
caused BY VM for emulation of call, then before call VM goes push
of xXxxxxxxx. But if jmp, then nothing it is placed into the stack.

Let us return to the function, which determines the type of the
stolen instruction, for this sufficient several times to harvest
key “-” on the digital keyboard. Let us move indicator for
following conditional [dzhamp].

MU S ZE 2 2B Le HUL EYIE FIHE UsS:LEHE=-vS1,-2H
BECE23E4 FFOZ CALL ED:

BECSE3EG ZC B2 SUE AL, =2

HECES3EE |~ F2 12 JB SHORT @EcCEg3acc

BECES3BA | ~ 74 20 JE SHORT BECSE3FD

HECE33EC FECZ EC AL

u]
HECES3EE | | BFE4 22880088 | JE BECES445
EECEE2C4 | | E9 DRABRBEEE JMP AECES4A3
BeCEs3cs|v| EB 01 JHF SHORT pBcssace _

And let us press Enter. Let us prove to be here:



HULSESE S SOl AUR EHA, EHA

BECEEZFE|  2A43 Be MOU AL, BYTE PTR_DS: [EES+4]
BECESSFE|  SEEE FE MOU ED%, DWORD PTR S55: LEEF-21
BECEE4AL1|  SBE4SZ 48 HoU EDX, DUORD PTR DS: [EDR+ERR#4+42]
BECES4EE  SBCE U ERH, ESI

BECE34E7(  FFDZ CALLED%

BECES4G9(  SBDS noy- EEX, EAY

BECEE4GE|  SE40 18 MOy ECH,OWORD PTR S8: [EEP+18]
BECES4GE(  SED3 Mo EDH, EBX

BECES4 16| SE4E FE MOU ERY, OWORD PTR S5: [EEF-21
QocSEdls)  Ee DAFBFFFF | DALLTGECSPREC

BECEE 15 TEST AL, AL

e JE SHORT SBCSodss

BOCES41C|~ EE 81 | JiF SHORT BBCES4iF

Call of edx to 00C58407 determines the type of the stifling of
jcc. After its fulfillment of eax contains the type of the
stifling of jcc.

Number of | [Dzhamp] | [Opkod]
[dzhampal]

0 Jo 70
1 Jno 71
2 Jb 72
e Jnb 73
4 Je 74
shch Jdnz 75
" Jdpe TA
" Jpo 7B
8 Js 78
9 Jdns 79
A Jbe 76
B Ja 77
C Ji 7C
D Jge 7D
E Jle 7E
F Jg 7F

As you see entire jcc they go practically on the growth, with
exception of two.

But call to 00C58413 performs complex logical operations, leading
the values of conditional flags to one — O or 1, and is placed it
in ZF. l.e., converts any (one of 16) of [dzhampov] in jz.
Depending on the state of flag ZF i1s carried out one of two
passages. Both they lead to the functions of the formation of the
address of passage, the first - if condition is satisfied, the
second - if no. But passage is further accomplished there, where
during emulation of call.

lI.e. if In the program to the protection i1t was as follows:
Jcc of XXXXXXXX

That ASPR $$RTASPR - automated system of planned calculations
substitutes this by the call VM, where, it we simplify, it is
carried out:

Call Of getStolendmp
Call Of convertFlags
JZ  XXXXXXXX

Jmp oF XXXXXXXX



Well here, with emulation of jcc also they were dismantled.

Remained most complex — emulation of cmp+jcc.

Again let us return to the function,
the stolen instruction and let us place indicator on following

p] -

conditional [dzham
HACEZIER
HECES3E4
HECS2SEL
HECES3ES
BECSS2ER
HECESSEC
HECEZ3BE
HECES3C4
BECES3CT

E24B 2B C&

FECS

BFE4 S2BEE8EE
EZ DHEEEEEE
EE 81

ADD BYTE PTR DS:[EAX-YE1,-2A
EHLL EDX

SUE A

JBE SHDRT BECE23CC

JE SHORT BECESIF2

DEC AL

JE BECES445

JHP BECSE4A3

JMP SHORT BECEE3CC

which determines the type of

HHHHHHHH e

Let us press Enter. Let us prove to be here:
BACE2446 SECE MOL ECX,ESI
HECES445 SBEE AaC MOL EDR, DWORD PTR S5:[EBF+C]
HACEE44E SB4E F2 MO ERX, OWORD PTR SS:[EBP-21
HEACES44E ES DEFDFFFF CALL BEEEBEES
BECES45D Mol DWORD PTR =S:[EEBF+181,EARX
HEACES456| EB El JHP SHORT BECS2453

You will memorize this address, since for us it is necessary to
here still return. Call to 00C5844E emulates the instruction of
cmp. We place on it indicator and harvest Enter. Now we proved to
be directly in this function. We see below this code only:

BECSS26E FFDZ CALL EDX

BACEZZEZ ZEBDE MOL ED, ERR
BECSS264 SHEH B8 SUE DL,.=

BACEZ2ET BF32C2 SETE OL

BACEZ2EH 2EFA 81 CHP OL,1
BECEE250(~ 75 11 JHE SHDRT BECEE256

Call of edx to 00C58260 determines the first operand for the

comparison. IT into eax after the fulfillment of function the
number from O to ', then the first operand of — one of eight
registers:

Number Register

of the

register

0 Eax

1 Ecx

2 Edx

e Ebx

4 Esp

shch Ebp

" Esi

" Edi

Otherwise this is constant and i1ts value is calculated only below.
We see below the same code:

BECEZ29C FFOZ2 CALL EO¥

HACES29E SEDG HMOW ED, EAE

BECE32A0 SHER B2 SUB OL, =

HACSS2AS BF3IZ2CE SETE OL

BECSZ32HG SEFA @81 CHP DL, 1

HACES2AF |~ 75 13 JHZ SHORT e@Csszee
Entire the same, only for the second operand. Even we see below
this:

BECES20C FFOZ2 CALL EDO:

HACES20E 23EQ FF AMD ERX, ¥F

BECEE2E]L SSFS 5k CHP ER:, 4

BACSS2ES |~ JA SHORT mecssasd

BECEE2ES FF2485 EDS2CE8) JHF DWORD PTR DS: [ERX#4+CE52ED]

Call of edx to 00C582DC determines the type of that emulated of

cmp. In eax, after the fulfillment of this [kella] and command and
eax, 7F, is located the number, which designates the type of
emulation:

| Number of |Mask of the comparison |




the

comparison

0 Cmp of dword of ptr [??7??27???7?]??????7??
1 Cmp????????, dword of ptr [?7???7?77

2 Cmp of byte of ptr [???7???277]?%

e Cmp??, byte of ptr [???7?7?7?7?

4 Cmp??27??2?2??2?27??2???7?7?7

Where instead of questions can stand either register or constant.
Jmp to O0C582E6 accomplishes a passage to the instructions, which
initialize one or another type emulations.

For example, during emulation of cmp of dword of ptr [of eax], ebx
it is necessary to Tirst obtain dword to eax, to and then compare
it from ebx, that also make these instructions.

We look still below
BECES229 EZ2 DECCFEFF CALL 8ECc4E81c

BECES33E|  SEBS424 18 MOL ED, DWORD PTR S5: [ESF+1@]
BECEo242( BSBCS MOU ER:-, EEP

BECEE244(  E2 CBFEFFFF CALL BEctaz214

BECEE349(  83C4 14 HOD ESF, 14

BECEZ24C( 5D FOF EEF

BECES24D( SF FOF EDI

BECES24E( SE FOF ESI

BECES34F( SB FOF EE=X

BECES3EE|  C3 RETH

Call to 00C58344 answers directly for the comparison of operands.
Before its fulfillment into eax lies the value of the first
operand, into edx of — of the second. All, with emulation of cmp
were dismantled, now let us look how is emulated jcc after i1t. You
do remember, 1 did request to memorize address, before the
entrance into this function? Let us return to it.

BOCSO44E]  GBCE FOU ECH, ESL

@ACE2443 2BEE AC MU EDX, DWORD FTR S5: [EBF+C]
BACES44E|  BB4E F2 MOU EAX, OWORD TR £5: [EBP-21
BACEZ44E|  EZ DSFOFFFF | DALL BACGE228

AACES453| 9945 1R MOU DWORD PTR SS:[EBP+161, EAX
BECES456 |« (EE @1 JHP SHORT BECSS459

Jmp to 00C58456 is altogether only debris instruction for the
trapping of disassembler. We place on it indicator, harvest Enter
even we see that the instructions recognized correctly.

BECE2459|  33CA WOR ERX, EAX

BECES4ER(  SRA43 B4 MOL AL, EBYTE PTR_DS: [EEX+4]
BECES45E(  8BSS F8 MOL ED, DWORD PTR S5: [EBF-2]
BACEE4E1 EBE4EZ 48 MOU ED, OWORD PTR DS:[EDX+EAX#4+40]
BECES4EE(  SBLE HMOL ER, EST

BACEE457(  FFD2 CALL EDH

BECES463(  SEDS MOL EB, EAX

BECEZ4EE(  2B4D 1@ MOL EC, OWORD PTR SS:[EBFP+16]
BECES46E(  SED3 MOL ED, EBX

BECE247E[  2B4E FE MO ER, OWORD PTR SS:[EBP-21
BECEE472(  E2 7T4FBFFFF CALL BECEFFEC

BECE2472(  24CHE TEST AL,AL

HECEE47H|~ 74 17 JE SHORT BECES432

BECSE47C[~ EB @1 JHP SHORT BBCS247F

BECEE47E[- ET9 SB4EF2EE JHFP SCEDCAGE

However, and that we do see? Yes nothing else but previous
emulation of jcc, only with another address. 1 was shocked! Why
two times to write one and the same? 1 think that you will be
dismantled themselves.

Well here we dismantled cursor VM. As you see nothing complex. To
there remained only write script, that 1 already made. But! Script
is not a little stable. In i1t there are several [bagov], which 1
will not correct. This script was my First script for OllyScript,
I studied his possibilities and commands. Therefore he is not very
optimized and i1t is terribly realized.

Known [bagi]:



Incorrect algorithm of the restoration of that emulated of
call. Necessary to correct push only 1If with obtaining of the type
of the stolen instruction it will be accurately known that this
call. But script restores push always at the given moment, if it
costs before call VM, and this not correctly and there were
already errors.

Script itself searches for the empty place for the at the end
current region of memory under the restored instructions and it is
not always correct. Sometimes simply does not be sufficient vacant
place and the part of instructions is not restored. | treated this
by the fact that with the load of program intercepted
VirtualAllocExA and looked in the stack the size of the inquired
memory, if it coincided with the size of necessary to me region
memory, then increased i1t by 1000h.

For the fastening of knowledge, you [perezapustite] program and
place [brjaki] on the obtained control points. It will be useful
to with 1ts own eyes see work VM.

Now i1t is possible to restore all stolen instructions and to
[sdampit] this region memory and to hitch 1t as the new section to
the dump. But for the fact that to restore the stolen
instructions, to script it is necessary to indicate the base
address of section, which will be added to the dump. But for this
by first [sdampim] our program. And here here again problem.
ASProtect, besides the theft of instructions, is occupied even and
by the theft of the calls APl of functions, substituting call API,
by the call of its function, which is located in the chosen region
memory. Therefore, If we to [sdampim] program, these calls will
indicate In anywhere. It means i1t Is necessary to fTirst restore
all which 1s connected with the import.

Restoration of the import

In this version Of aSProtect®[a] the import is protected
considerably stronger. Protection appears just as in the previous
versions, and it here works differently.

For those, who are not familiar with the old protection. Pass into
the section of the code. For this we harvest Ctrl+G, we write with
00401000 and harvest Enter. Now we harvest by the right button of

[myshi]-> OF search of for->All of intermodular of calls (to find

all calls of functions).

We see:
HEdE 1 BEE| PUSH EBF [Initial CPU selectionl
AEdE1 888 | CALL ABESEEEA
AA4A1E81A| CALL DWORD PTR DS: [SE5D22841 kerne |l 22.GetlocaleInfofA
AEdE1 842 CALL ABESEEEEA
Ba4a1686E| CALL DWORD PTR DS: [EED22C] kerne 22, GetUers ionEsR
It is below:
Ba481 751 | CALL DWORD PTR DS: [S5DE4C] COMCTLZZ. Imagel ist_RddMasked
BE481 752 CALL DWORD PTR DS: [ES0262] G0I22.0eletelbiect
BE4E1C49( CALL BRESABER
BE481C3A| CALL @BESBREE
BE4E10360| CALL BRAESAEER
Ba4az2142| CALL DWORD FTE D5: [E50862] USERZZ. GetFocus
Ba48215E| CALL DWORD PTR DS: [SED26C] USERZZ2. SetFocus
ARARIAAD! MOl | nLnon DTD M. FCChios A1 HCCDDD EavrD A+

Call of OOE50000 is adaptér on APl function. But this is very sly
adapter. It not as small as iIn the old versions (entirely old) yes



even works according to another principle. Earlier than ASProtect
instead of the address APl in IAT substituted the address of its
adapter and for APl of function was caused adapter on API
function. Now ASProtect takes function from IAT, searches for all
its calls and substitutes them by the calls of its universal
function, and then is moved away the address APl of function from
IAT. Thus! Now in order to restore this function, it is necessary
to learn, which for APl function causes this adapter and to
restore the address of this APl in IAT, to and then restore its
call. It is here with this exactly of problem in this version.
Theory is one and the same. It is necessary to learn beginning and
end of the table of import. Then as that to learn that for API
causes the function of — adapter. To find this function in IAT (if
there 1s), if no, then write it Into the end IAT. To change the
call of adapter to the call APl of function. In the old versions
OFf aSProtect"[a] (from 1.33 to 2.00) the adapter worked as
follows:

Generally the this was not the adapter, but the function, which,
it formed. Those, who are familiar with this concept, as Delay OF
import of — know, this is i1t and there is. With turning of program
to this function, ASProtect calculated the address of function
necessary TO APl and formed new adapter to it, then money-changers
the address of the call of i1ts function to the address of adapter.
In more detail read the appropriate articles. I will say only that
for the formation of the adapter Of aSProtect used APl the
function OF virtualAlloc. After placing on i1t [brjak] and, after
neglecting program, we jingled to VirtualAlloc and in the stack,
on the specific displacement was visible the address of stolen
API.

Now everything otherwise. Now ASProtect uses immediately two forms
of adapters. They appear equally — the call of one and the same
function in the chosen memory. But, in one case Of aSProtect
continues to as before cause VirtualAlloc, to form adapter and to
[propatchivat] the place of call, and in other of — it connects
its new VM for emulation of the call APl of functions. For this he
does not use VirualAlloc and not [propatchivat] the call of
adapter. But how to us to now learn the address of [ukradenoj] API
of function? Nothing complex. It suffices to a little
[potrassirovat] and we will see iIn the stack address APl. But
there i1s a universal method, with the installation of [brjaka] on
APl the function, which uses ASProtect for determining the address
API1. 1 thought that ASProtect cannot but use not one APl of
function for the work its VM. Let us place [brjak] on the access
to the memory in the section of the code in the library of
kernel32.dll.



TrEFCHEE | BEBE5E0E| RFCRT4 rEloc relocat ions L . v breakpaoint on ac
2L {1000 Aapazanp a0los T b o
et code, LMports, eHports
7rFE2600| BE6A168E8 | G0T32 .data data et memory breakpoint on wite
FrFE4E80 | BaBRlaaa ) G0I32 TSR CESOUCES Set access 3
¥rESEEEE | BaaEZEEa | G0OI32 “reloc relocat ions
FrYFEBRA0| BEAA1HEE | SHLWAP I PE header )
FrF&1060| BAESCE0A[ SHLWAPL |.text code, LMports, exports Copy to clipboard k
FYFCOBE0| BEEE1EEE| SHLWAPT | . data data
FrFCEDER| BRERZEEE| SHLWAFL | .rsrc CEOULCES Sork by L4
FrEOBEEE | BAARCEEE | SHLWAP] | .reloc relocat ions
FLEBREEE | AREE]EEE| kerne |32 FE header Appearance r
FCEA1EAAA| BARSZAAR | kerne 132 . telt code, imports, edports TSI =
FLEE3A00| BRRASHEE | kerne 122] . data data Imag| RUE RUE
FCE28E0E | BARE2EEE | kerne 1232 . rsrc rESoUrcEs Imag| RUE RWE
FCEFEEEE | BAARCEEA | kerne 132 sreloc relocat ions Imag RME RWE
FOOARAEG D AREAERT AEE AL D k= Ame- Tro = [=11] =y
Then let us install location counter (eip) to the call of adapter.
GE4E1641 |~ 75 G5 JHE SHORT FOMTEX™1.@6461E84E |
BA481643  ES BEEFA406 CALL GRESHEAE
aadeiads|  FD STD Eackup 3
Aa4E1849) 17 PI:IP g%
aa4e184a| 99 Copy 3
BA4E1A4E| BBCE r1|:|u Enx ESI )
Aa481840| SE FOP Binary 3
AA4E184E| C9 LEF!UE
GE4E184F| C3 RETH Assemble Space
AE4E1ESE| &R B3 FUSH 2
Bisioesl B e . '
Ghisicer| Soec o e e |
BE4G1657|  SIEC 94800888 |SUB ESF, o4 Breakpoink b
@A4E1E50) 8085 GCFFFFFF |LEA EAR,DWORD PTR 5%:[EBF-947 oo prace »
AR4E1863|  E@ FUSH EA
GE4E1664| CFP2S GCFFFFFF {MOU DWORD PTR S5:[EBP-941, 94
AE4E1EEE|  FF15 SCDZS5eE |CALL DWORDPTR DS [SSORECT Follow Enter
GE451674| 22B0 FCFFFFFF {CMP DWORD PTR S5:[EBP-241,2
AE4E1E7E|~ F5 BE JHE SHORT FOWTER™1.00<461R2E Wew origin here
GE4E16701 8280 FEFFFFFF | CMP DWORD PTR S5:[EBF-981.5 =

All. Now we start program. And we here:

rCceellyy(  SBFF HOU EDI,EDI

roeelhys( 55 FUZH EEF

YCeellvA(  SBEC mnou- EEBF,ESF

roeglDyCc| 237D 88 ea CHMP DWORD FTR S55:[CEBP+21,0
roogibea( 53 FUSH EEX

FLEAL0ST =3 FUSH ESI

7 1022 JE SHORT kernel32.7CEE1093
TooaiDed| | 62 FRE2267C PUSH kernel22. FCSHEZFE ASCII "twain_32..
roeeines( | FEYS B8 FUSH DWORD PTR S5: [EEF+2]
voealDec| | FELE 2C1226FC | CALL OWORD PTR DS:[<&ntdll._strcmpiil ntdll._stricmp
Yoeeinez( | SSCe TEST EHH ER:

roeeined| | 59 POP ECH

YCeeibes| | 59 FOF _ECH

TCEALO9E | «| 74 12 JE SHORT kernel3z.vC2E10AA
roeeines +&H e FUSH @

TCeelDon( &R B8 FUSH @

roeginec(  FFEPS B8 FUSH DWORD PTR S5: [EBFP+2]
rCeglDeF(  ES RBFFFFFF CALL kernel32.LoadlibraryExA
TCeE10A4( SE FOFP ESI

YCoE1DAS( 5B FOF EEX

TCeelDAs( S0 FOF EEF

YCEE1DAY|  C2 o488 RETH 4

This APl the function Of loadLibraryA, with the aid of it
ASProtect [podgruzhaet] or, if it is already loaded, iIs obtained
the base DLL, in which is located stolen APl the function. We look

into the window of the registers:

Registers [(FPUI

ERX BECALZZC ASCII "KERHELZZ.dLL™
ECH BECYHO1&

EDX @8cralle

EEX BEOOHAET

ESF BE1ZFDZ24

EEF BE1ZFO2C

ESI BEcyoDad

EDI @812F0&F ASCII "GetACP™

EIF 7C8E1082 kernel3Z2.7CEELIOEZ
To [uuu].. This is already very interesting. Give [dotrassiruem] to
the instruction RETN 4, that would load necessary DLL, and then
let us look, where indicator to the name of function will move.
And so, we remove [brjak] from the section of the code:




e I " Lizz. Fraeines

7L FCOBEZFA

el oY e

;E: Binary b § DS:[<&ntdll._strompix]
;E Assemble Space

70t Label g L32. FCealDAR

T Carmrment 8

Breakpaink Toggle
;E Run trace ¥ Conditional
=L Conditional lo
T Fallgw Enter .g
- Run ko selection
Mew arigin here Chrl+aray *
@ Go to 3 Mermory, on access
SS: Fallaw in Durnp 3 Memory, on write

B3 conech Far Remove memory breakpoink

| 3
we harvest Ctrl+F9 and we at the end function. We look into the
window of the registers:

Begisters (FPLI

ER FCOBBBE0 kernel32. FCOBBE0E
ECk FCSB1BFE kernel3z.FCOB1EFS
EDN B252BE6EE

EE BE0EEEET

ESF @a12F0za

EEF @81ZFESC

ESI BECFEDRS

EDI @812FDSF ASCII "GetHCP™

EIF TCE8B1DAT kernel32.7CEA10AT

It is excellent! In eax is located the base of the necessary of
dil, while into edi indicator to the name of the stolen function.
Who does not know — this two parameters, the necessary for API
functions Of getProcAddress, which returns the address APl of
function. The experiments can be ended on this, since more than
ASProtect APl functions does not cause (only stolen). Yes to us iIn
the principle of more than anything and it iIs must. Now it is
possible to write script on the restoration of adapters. But there
are difficulties. To us It is not possible to allow the
fulfillment of the stolen function, otherwise we will lose control
over the program. If we interrupt work VM, then the balance of
stack will be disrupted and during the restoration of the large
number APl of functions it simply will fall through and program
will collapse. Therefore before the fulfillment of adapter we will
preserve the register of esp, and after the restoration of adapter
- respectively restore the register of esp. To calculate the
address APl of function we will be with the aid of the function OFf
getProcAddress. Cause it we will be with the aid of the injection
of the code. Everything else, as in the previous versions Of
aSProtect"[a]. by the way, the it turned out that this method
works also for the previous versions. Therefore we will restore
all adapters by one script. Script, as you surmised, | already
wrote (IAT_Recover.osc) it itself finds the adapters Of
aSProtect"[a] 1t restores them, but 1t should indicate beginning
and end IAT.

I fairly often hear, that in many appear the problems with the
determination of beginning and end IAT, and also about the fact
that in IAT much rubbish is, that among it also are encountered
API1 of function. Give let us try to solve this problem. For this
let us pass into the section of the code and will find any call
APl of function.



BER4B1EEE|  EE FUEH EEF

Aa4E 1861 ZSBEC Moy EBFP,ESF

aa4a1lapz( 51 PUSH ECH

Ga4aiangl 51 FUSH ECH

aa4a1aE5( 56 FUSH ESI

aa4aians(  3I3FE WOR ESILESI

EE4@iepz(  ES FIEFR408 CALL BRESE8EE

aa4aiechd( C46R BY LES EBF,FWORD FTR DS:[EDR+7]| Modif ication of segment o
Ga4aiaial  8D4D F8 LEA ECH,DWORD FTR S55: [EBP-21

AR4E1E1=2( 51 FLIEH ECH

Aadaiald4| &2 84108800 FLIEH 1884

pE4E1a13( 58 POEH

EE4Eialal FELS 24D25508 || CALL DNDHD FTR DS: [EE0224] kernel32.GetlocalelnfoR
pa4alazal  gsCce TEST ERH, ERH

BEdElEzz2l~ 74 1F JESHURT FUNTE#™ 1. HEGE 1SS

We see that is caused BY APl the function Of getLocalelnfoA, whose
address lies to 0055D284. This address (0055D284) is one of the
addresses IAT. Let us determine the beginning of the section, in
which 1s located this address. For this in the command line we
write with d of 0055D284 and harvest Enter. We see:

Address | Hed dump ASCII
HEEED2E4| FE D4 28 7C 05 A4 88 FC 51 28 21 7FC F1 BA 88 FC| " ERI&gHIGIEIE
AESE0294 | CF C& 8@ FC 65 A@ 88 FC Bl CY 88 FC 23 CC 81 TC|=FAieani#Al
HEEEDZ2A4 | CF AB 2@ FC 52 7@ 82 FC FB 2C 82 7C B2 EZ 21 VC||taRiRpEiT,BEiily
HEEE0ZE4 | @1 &A 82 FC HD 9C 8@ FC|2F FE 2@ YC B2 93 83 FC BJB:HbH:/-H: El
HEEED2C4 |33 80 82 FC 99 6B 82 FC 20 FF 88 7C 93 D2 28 7C|SHCIWkKEI- Al
HEEED204 | EB C& 28 7C 11 83 81 PC 29 CY 88 7C 21 83 21 VC|pFAIAWEIIFAI 1w
HEEEDZE4 |39 9A 8@ FC 29 B9 88 FC V9 EE 81 FC &6 AA 28 7TC| SbAINBIAIwwE | fr
HEEED2F4 | 98 72 C4 B@ 77 10 88 7C 94 22 82 7C BC E8 81 VC|Pr—.wHAIP"Ei~w
HEEE02E4| DF @6 86 FC 7C 36 81 FPC|B9 8F 83 FC 3F DC 81 7C -QHIISEIHHFI?
HEEEDS14 | 8A 2B 86 FC A9 2C 81 7PC AE 94 83 FC 96 83 21 VC|E+HiA, E1ofl e
GECE0Z24| 29 9F 28 PC| 14 9B S8 FC 29 29 1 FC 18 11 21 7| 1AQITHAIIIE! K
HEEEDS34 | 04 CE 28 vC 2B 2E 83 FC ED @9 91 vC 2F @3 21 FC —WHI+ a.Cl
BESE0344 | FO 72 91 vC 80 2C 81 FC|EE 1E 2@ vC EE 17 88 FC|HyC
HEEE03E4 | 16 1E 88 YC AZ CA 81 FC|52 BE 20 YO C& 2A 21 FC|-&A
EESE03E54 | 81 PR 8@ YC B2 9E 8@ FC 30 @4 91 YC D4 @5 1 FC Ebﬂilm
HESEDSVY | 48 FA 93 FC AL 97 83 FC 20 2C 82 7C 2A ES 21 7C|EzdicH f
AESE03E4 | E6 ZB 81 FC FB 78 82 FC 53 34 81 7C Bl EZ 81 TC|u+EiExE!Sd
DUcEpood PO OB o0 FC AF SR 2] FC S0 3F 96 70 AC 16 o8 FC R R PHH'iL

Cnmmanuld 560284 j D address — Durnp at address

This i1s IAT. To novice certainly this window not about which will
say, this understanding will arrive with the time (experience).
Now let us make a window of dump active (sufficient to call to it
by mouse) and let us press the key For home. Now we in the
beginning section with the directory of import.

Address |Hex dump ASCII

HESE0EEA|CE CH OE 77 FB 6B OC ¢r7 4A CF OO 77| 1B v& OC @7| F= IWEkmWw Fl Wiy
BEAEEDELR| 53 FF OC 77 34 C5 DE 77 1B O1 DOE 77 E¥ EE DOC 77| SwmwWdt DwtT IwHey
HEAEEDEZH| F4 ER OC 77 1B C4 DE 77 ES ED OC 77 83 vE8 OC 77| lbemw Dwiomw s
HASEDESH| BB DS DE 77 18 CC DE 77 23 C1 DE 77 63 D02 OF 771 F IwkF Dottt fuwc

It leaves, that begins i1t from the address of 0055D000. Let us
memorize and [perezagruzim] program. Thus far ASProtect it did not
begin its work, let us look, which is located in th section e
interesting us.

Tl
I

B=H m:

ﬁ&* =

Address | Hex dump ASCII -
HHSE0ARE FC|#l4E. HJEF HHE =
GESE0A18 <pTs S+t imlFFn |
BHEE0A2E #II. u[4+""HHmH
GESE0as8 G r_E0449= *hFEwh
BEHSE0a4E Mt zBKEbIpF —eit
GESE0A5a ol AP P U

BEEE0AEE

SoCCooon

MBHLfaHHJFS T# -

LU L)L

This iIs none other than the rubbish, not necessary not To
aSProtect™[u], not to us. Let us place indicator on number 24 to
0055D000 and let us twist the window of dump downward to the end
itself by mouse for [skrol]. Now let us stop up the key For shift
and will call by mouse to quite last [chiso] of this section. Well
here was isolated entire section. Now we harvest by the right
button of mouse we select:



Address
HEHEEZFEE
HESEZF FE
HESEZF 26
HESEZF 26
HESEZ2FAE
HESEZFEE
BESEZFCE
HESEZFDE
BESEZFES
HEEEZFFE

[ TOPS P . Lot | [T By ] ]

Well here. Now entire section is oppressed by zero, and it means,
there 1s no rubbish greater:

Address |Hed dump

FASE0EREA | B8 B8 BE BE 06 BE B BA B8 B8
BESE0ELE | BE B0 B8 BE QB BE B8 B8 B8 58
GHSE0EZE| B8 88 B8 60 08 06 B8 88 88 88
HHSE0EZE | B8 B8 B8 B0 08 BE B8 B8 88 88
BESE0E4E| B8 B8 B8 B0 OB 08 B8 88 88 88
HHSE0EEE | B8 B8 B8 B0 0B BE B8 B8 B8 88
BESS0ECE | BE B8 B8 B0 D06 08 B8 58 88 68
BESE0ETE | BE B B8 BE HE BE BE B8 B8 58
BESE0ESE | BE B8 B8 BE HE BE BE B8 88 88
BESE0ESE | BE BE B8 BE HE BE BE B8 B8 58
HHSE0EAE | B8 B8 B8 B0 0B BE B8 B8 B8 88
FASE0EES | B8 B8 BA B0 OE BE B B8 B8 B8
BECEDECH| BE BE B8 B8 B8 B0 68 B8 B0 58

Now we reach OEP and look, what do we have in this section.

Addeess |Hex dump ASCII -
HEEEDAEE| CS CA OE ¥7F FB 6B OC 7F 4A CF OO vr7 1B 76 OC 77| F= IWEkmw Al whw
GEEEDE1E| 52 77 OC 77 24 CS DE 77 1B O1 DE 77 E7 EE OC 77| Swawd lweT Dwq
HHEEDAZE| F4 ER OC ¥7 1B C4 DE 7F ES ED OC 77 83 78 OC FF| lbemwt— lwdomwl s

We see that the section was filled up with the addresses of the

imported functions. Let us look end IAT. It is here here easy to
be mistaken. Therefore 1 always search for the empty place at the
end for section and for itself | consider that this is a end IAT.

Addiress | Hex dump ASCII -
HESEEASE| 33 12 BC 87|33 57 BE 26/ CO BA OC &&|AC 90 EZ ES|S#. - SWARL ‘|| mfH
HESEEASHE| 6C FE 80 89|Bl Bl F& CO 29 FE 75 A%| 6B 12 5@ 26| LEHREAY=9" unk#$
HESSEAAH| ES 2F 44 20| 2B B2 DE 18 2C 18 18 19|75 B0 Al SF|w-O-+| 1T, ktiu.
HESEEABH| 58 78 33 E1| 47 26 38 31 AD Bl 09 D9| 23 &8 OS5 5C| Hx3cGi8l4E - #h
HESEEACH| 17 4C FrY D4|4B 99 4R E1 29 3R BF 1C| 16 28 42 &E| $LG KWl sqial
BESEEADEEZ F2 7B BF B2 2H 26 B2 DE 3F B2 2A 18 65 S0 92| w®poil #he I78@xte
HESEEAER| 20 65 BE RAE|OB 9F 2B A2 1C 34 19 EB|2C &F B4 9E —Eﬂnlﬂ+rL4+ b
GESEEAFA| 49 A2 6B 27| FC 10 A B8 A7 B B8 S0|0A B0 GA A8 Tek "H+. .A..
HESEEEEH | 0B B8 B0 D8 B8 DD B8 B8 DD B8 B8 D0 B8 B0 B8 B8 ... ....aaa e
GESCEELR | OF 08 80 00 88 00 00 98 00 00 88 00 08 80 68 88| .. ............
HESEEEZE| 0B B8 B0 D8 A8 DD B8 B8 DD B8 B8 D0 B8 B0 B8 B8 ... ....aaeea
GEEEEESH| OF 88 80 00 88 00 00 98 00 00 98 00 08 80 08 88| ... ueeeaaeeras
HESEEE4H| 0B B8 B0 DE| A8 Db B8 B8 DD B8 B8 D088 B0 DA BE| ... ..eeaaeea
HESSEESH| 00 88 80 00|88 00 99 98 00 99 98 00|98 80 58 88| ... .eeaaaearas

e e e e R e R R A e e R R A R e I s A eI s e I L]

We will consider that began IAT of 0055D000, and the end of
OO55EBOO. If we did not drive in this section by zero, then she
would be entire filled with rubbish (except the addresses APl of
functions) and we did not find vacant place.

Apropos adapters. As you know programs written to Delphi they have
adapters on APl of the function of the form

Jmp of dword of ptr [oF xXxXxxxxxx],

and on SI of — of call of dword of ptr [of xxxxxxxx]. It Is
natural that also [opkody] in these instructions are different: iIn
the first case FF25, in the second of — FF15. Therefore to script
necessary to indicate what form passages we restore. You do
remember the first obtained call API?

oTe L LT [EIRRR s NS TITIIIT) [y JUUT

BE4E1819( A58 FOSH EH
84D255E‘E’I CALL I:II.I.II:IRI:I PTR DS: [EE0284] kernel32.GetlocalelnfoR

Ba4E181R
BE4E1826 el TEST EHH EHK

It means nevertheless FF15. Therefore when script will ask to use
[obkod] “of call” (FF15) necessary to harvest yes. Well that zh,
let us neglect script and will wait for the end of work. 1

recommend the decreasing of the window Of ollyDbg to the minimum,




since with the work of script, [Olli] in the line of state he
writes:

| Too long [recursive™?) SEH chain
And in this case very slowly it works, and here if window was
minimized, then everything is normal and script very rapidly
works.
We start script and on the first a question answer 0055D000, on
the second of 0055EBOO well and to third yes. Through several
minutes we see that the script finished its work.

MsG DDbgScripk x|

\lj) acript Finished! In kokal 000000200 Functions are restored!

OTHEHA |

200h = 512 functions are restored! Yes, 1 tried to optimize
script, that he so rapidly worked. Let us look, did add the script
of the address of functions in IAT.

Address | Hex dump ASCII -
HASEEREE | BE B8 CE B0 D6 BE B8 B8 B0 G0 0OE B0 B8 B8 B8 B8] .. ... .00 eae e

HECEEELD) B8 B8 B0 08 B8 00 88 B8 00 B8 B8 00 B8 80 08 88 .. ...... .0 0.,
HESEEEZ2E| BB BE BE BE BB 00 G0 BB 00 B8 BE 00 B8 BE 0@ @8 .. .......... ..
GECCFRZE| AR BR BR G0 AR GR G0 AR GR G0 AR G0 GR BR GE QR

We see that no. Means all addresses it it found in already
existing IAT. If it added function, then respectively would
increase size IAT.

Here now we can [sdampit] program to the disk.

We start PETools and [dampim] program.
u:I:'I,windu:uws'l,s';.n'stemSZ'l,taskmgr.exe 00000724 01000000 00025000
Difontex, ., e — o oo S ey (112 E QIO

e Irekilllprogramsh ! EriallFonteses

__:;| diwindowssystem3zicalc. exe C D FuII.. | 0001F000
@e:'I,!rekiII'l,pru:ugrams'l,dumpers'l,petu:uuls'l,petuu:uls. W C BN F‘art.la 00053000
Dump Region. .. -

To before restore import, give to [otrezhim] in dump excess
sections. Indeed now file is completely unpacked, import let us
soon restore, with VM will be finished — why to us now the section
Of aSProtect”[a]? But it cannot be thus far cut off, since
ASProtect steals even and resources. IT we will cut off its
section, then let us be deprived of the part of resources. Give
them let us restore.

I use ResFixer by of seeQ. We start this remarkable utility and we
select our dump. We see that the utility counted all resources of
our dump. Now let us twist window downward. We see:

Res type | File Offzet | Hiid & Data| Size | Sec M2 | Sec name |ﬂ

BITHAP O01CEATS  D026AFSE 00000144 04 rsic

m
M




Everything which is marked by red, ASProtect of [sper] to its
section and we should return this in the place. We select as
Rebuild Of method:

" Method 1 [Cut and paste]
f+ Method 2 [Full reconstruct)

And we harvest Rebuild. We prescribe any, pleasing itself name and
preserve the restored section to the disk.

Now let us open our dump with the aid of PETools and will open
Directory Of editor (we harvest to the button Of directories). We

look RVA of the directory of the resources:
PE Directary Informations [HE®]

|' Rebuild method:

RYa Size
Export Directary | TnnEs | oooooooo || e
Import Direckory I Oo02ZEDO0 nooooiz2Z Ll H
Resource Directory Emcmnn e
nnnnnnnn = y=r=ry=y=r=y

Now let us open dump and the restored section of resources into
WinHex"[e]. in the dump let us pass to the address of 001C3000,
for this we harvest Alt+G, enter 001C3000 and harvest Enter.

Durmped_exe | rzrc. bin I

Cffset o 1 Z 3 4 5 6 7 g % A B Z D E F
noolc30o0 00 @0 00 oo 00 00 @0 00 00 00 G0 00 01 00 02 080 | ...
oolcz0l10 |EB8 4B 00 80 78 00 00 80 01 OO0 o0 OO0 20 00 OO0 80 | mK.B=..D.

It 1s now discovered supplementary sheet with the directory of
resources, we harvest Ctrl+A (to isolate everything), Ctrl+Shift+C
(to copy as the sequence of bytes) and we pass to the
supplementary sheet with our dump. We place cursor on 00 to
001C3000 and harvest Ctrl+B (to put the sequence of bytes), we
agree with all gquestions and preserve our dump. Let us look to
[ikonku] of our dump, if it did not disappear, then everything is

normal .
THmMa Tun | Pasmep | llara | Arpus
Eoal--1 <DIR> 03.03.2006 02:47 ----
L&/ Dumped exe 2 940 928 03.03.2006 01:46 -a--
£ Dumped_r exe 2 940 928 03.032.2006 02-47 -a--
D Isrc bin 856 064 03.03.2006 02:26 -a--

We see that [ikonka] on the spot. Let us again open file into
PETools and will open Section Of editor (we harvest to the button
OFf sections) and let us remove both sections after the section of
rsrc.

000SE000 0015001 EN000040
00010000 O01E300 E0000040

JFSrE 00001000 001C300 il section EQ000040
I EQQQO040

Kill section {from File)

.adata 00001000 oo2CDonl ooooioao  o02Chooo EQO00040
After this, we should correct some parameters in PE title, for
this let us shut the current window and will open Image Of
optional Of header Of editor (we harvest to the button OF optional
Of header). We harvest to all [voprosiki] in this window:



i Image Dptional Header Editor x|

—Image Optional Header Informmations [HEX]

Magic Major SubSystem Yersion 0oa4

Majar Linker Yersion IF Minor Subsystem Yersion Q0an

Minar Linker Yersion IIZI.C'. Win3z2 Wersion Yalue Q0000000

Size OF Code 0015000 Size OF Image Q0zCE0DD - "'—'
Size OF Init Data 00137000 Size OF Headers oo01000 -E'-
Size of UnInik Data | 00000000 Checksum Q0000000 —
Enktry Paink 0oo01000 m Subswstem [Mnnnz H

We shut PETools.

Now we start ImpREC for restoring the import and we select our
process. In the fTield OEP i1t is possible to introduce although
that (main thing in the limits of file) 1 entered 1000, since
present OEP in the file we as yet do not have. In the field RVA we
introduce the address of the table of import minus OFf iImageBase
(address of load) of our program, i.e., of 0055D000-
00400000=0015D000. In the field Of size we introduce O0055EBOO-
0055D000=1b00. We press Getlmports, then Showlnvalid.

Imparted Functions Found
& v 00150 2F4 pie00C47230 -]
- rea; 00150 2FE mod: kemel22. dil ord: 0242 name:LoadLibrams, =
- a0 50 2FC mod:kermel32.dll ord: 025E name: M oveFiles,

BTl = T ¥ R (AR L o TN || RN B T Ty B TR o P DR ol P

Let us try to use special [plagin] for the recognition of the old
adapters Of aSProtect"[a]- in me of such [plaginov] much, but
correctly works only one.

Pl J LT Lo
ASProteck 1.2x ﬁ
A5Prokeck 1,235 red 1
Disassemble | HexYigw ASProtect 1,22 |

Imported Functic

Invalidate Functiongs)

We see that the function recognized — this GetProcAddress. We
again harvest Showlnvalid.

Imported Funchons Found
B | 00150 9C0 phr: 0057ABAC ]
™ 500150904 phr-005509C8 (=i
r -|'||'|1 '-'I:n ptr_l_u:u:n:lE.[lH
1¢aﬂmrnqupnmmn4y
&7 FThunk 0 509FE MbFunc: B4 [decimal: 106] walid:MO
I | 00150 9F S pir:54415025 |

Now, if we twist window to the bottom itself, we will see, that
there is not one i1dentified address APl of function. Therefore
boldly we harvest-
H 001509
001509
o v I_II_I‘I ':[I'-I

=

Zuk Ehunk(s)
Ceelete Ehunkis)




All unrecognized addresses were removed. This it indicates only
that all [vosstanovlenye] with the aid of the script adapters
already have a address in IAT. But here if one address was added
in 1AT, then in the very to the bottom of window we would see
identified API of function.

Now we harvest FixDump and we select our dump. It is finished with
the 1mport.

Is discovered dump with the aid of PETools and is discovered
Section Of editor (we harvest to the button Of sections). We
should add the new section, into which we will place th code e
stolen By aSProtect”[om].

Sections Editor Load seckion From disk. .. ﬂ

Save seckion bo disk. ..

—Sections Informations [HEX]

Mame IR Add section I] Zharacteristics
o01scoon o« Kill section (From header) 1000 EQO00040
ooose0on T kil sectian (Fram file) rDo00 EQO00040
oooioo0o0 o B3000 EQO00040

il sectr L3000 oooooo

PETools requests to introduce some important parameters: the name
of section, the virtual and real size of section. But so he asks,
we do want to put section from the file, to fill with its zero or
to put the description of section only into the title, but not to
put 1t in the file. As the name i1t Is possible to introduce
everything, anything. In order to determine the size of section,
let us open into OllyDbg the map of memory and will look the size
of region memory with the stolen code.

=

Hddress | Size Sect ion |Contains Tupe| Hooess | a
BEE2EEEA | HAGEL AR
BEE2EEEHA  HARBSEER |
AEE4GEEE | oo | i
It means we introduce into PETools as the virtual and real size of
the section of — 00005000 we select the flag Of fill of with of
0x00 so that the editor would create both the description of

section in PE title and section itself in the file.

Add New Section ]
Section Header [HE®]—— 7 SectionData—— |
Section Mame I (SCram VI Q Load from binary file I

(& Fill with D00
Size of Raw Data I onoosoo0 | O add header anly

Size of Wirtual Data | 00005000

Add I| Zancel |

We harvest Add and look VA of new section.

.mackt 00003000 00294000 00003000 00294000  EOO000G0 ‘|
JSCEarm Q0005000 w QoQosa00 Q0297000 EQQOQOED
VA of this section will be new base for the stolen code.
Specifically, this value must be introduced into the script, which
restores the stolen instructions.

[Perezapuskaem] program we reach OEP. All, it is possible to start
script on the restoration of the stolen instructions. We start
script, await thus far it it [samonastroitsja] and it will inquire
the new base of the code. We after which introduce VA of new



section in the dump plus OF imageBase,

00297000+00400000=00697000 .

BREZEINF
BEEZEZ14
BEEZEZ1G
BEEZEZLY
BREZAZ1D
BEEZEIIF
BEEZHIZS
BEEZEIZY
BEEZEIZE
BAEZEIZA
BEEZEIZE
BREZEIZC
BEESEIZE
BREZEIIE
BEEZEIIE
BREZEI2A
BEEZEIIC
ARF A=

i.e., of

i

e

i

&R &B

68 &CECEDZ1
GG AC

=T

HEFE OF E|
2ic7 1coo7een |ADD E0,Efizaooic

FUSH &&

PUSH Z1BDSCEC

FPLUSHFW

FUSH EDI
DI,EEX

8072 :
EE?CE Ollyscript - Input requeskt k|
EE 81

E%: Enter new base of this code

EE @1

EB @ | 00697000

EE oo

58 &2

FE:FR e

We harvest Enter and await, until script restores instructions.
All, script worked out. We harvest * on the digital keyboard in
order to move for the instantaneous value of eip. But now let us
press the key For end and let us prove to be the at the end chosen
memory. We harvest Pages Up, until zero, are changed into the
code. Beginning from the address of OOE346ED it begins the
imposing list of conditional [dzhampov] and commands of
comparison. This is the restored instructions. Here are some

fragments.

BEE=4500
BREZ45ER
BEEZ45ED
BREZ4SER
BEEZ4EFD
ARAF34/FS

BREZ4233
BAEZ4330
BREZ4247
BREZ4240
BREZ4252
BREZ4252
BREZ4250
BREZ4267
BREZ4260

BREEZ42CE
BREZ4206
BAEZ4230R
BREEZ42EQ
BREZ42EE
BEEZ42EE
BREZ42FE
BREZ42FS
BAEZ42FE
BEEZ43E1

BRAEZ4 365

~“BF84 PECEFFFF

o~

”~
o~
o~

~

-~
-~
-~
-~
~
-~
-
-~

E2 42301FFFF
3BF2

BFE4 ZFCOFFFF
E9 C30SFFFF
AFEM SANNFFFF

E9 ESCEFFFF
2130 IEZEECHE
BF25 EACYFFFF
E2 4&CEFFFF
BF24 I1D2FFFF
E9 SADZFFFF
2130 B4EZSEEE
BF2S BCEFFFF
E2 SBDEFFFF

E2 24D2FFFF
2130 B4EZEEEE
BFS4 S4D4FFFF
E2? 21DBFFFF
BF2E 14BDFFFF
E2? 3FCEFFFF
BFe4 FPCOFFFF
E2? ZBCYFFFF
BF25 ASEFFFFF
E2? B4D1FFFF
BREE

**k*x
JE BEEZECE3
JHMP BEES122E
CHMP ESI.EEX
JE BEEZ1B1F
JHP BEES1CES

JRF RARFE2435
*kk

JHP BEES1VZE
CHMP DWORD PTR DS:[SC269@1,8
JHE BEEZ1B3T
JHMP BREEZ1692
JE BEE31RED
JMP BBEZ1AET
CHP DWORD PTR DS: [EEBEZE41,1
JHE BBEES1ETE
JHP BBEZ1EBZ
E Eax

JHP BEES1BEY

CHP DWORD FPTR DS: [EEEZE41,1
JE BEES1024

JHP BEES196S

JHE BEEZEEFF

JHFP BEEIEFZF

JE BBEEZ1SED

JHP BEES1EZE

JHE BEESBESAG

JHMP BEEZ1AER

ADD BYTE FPTR DS: CEAXI, AL

Now it is possible to [sdampit] region memory with the stolen
code. We start PETools, we select our process even we indicate
that we should [sdampit] region memory.

R L L T Ty T A T T

e Irekillprogramsh ! krialiF
@e:'l,!rekill'l,prc:grams'l,dumperf

[EIRTETRTE R [EFETRTRTRTRTN] [ETETE AP ETEE]

o

In the appeared

Durmp Full. ..
Durmp Partial. ..
Dump Region,..

O02CEQOD

00053000

Q0400000

RO T ST

window we search for our

region and harvest Dump.

Address

Size

Proktect

State Type

-l

OOE3S000

O000B000

EXECLTE READY, .,

MO ACCESS

COMMIT
FREE

PRIVATE
NONE

Now we repeat all operations, that also with the directory of

resources.
WinHex" [e]-

Is discovered dump and [sdamplenyj] region into
in the dump we pass to 00297000 (beginning of new

section). We pass to the supplementary sheet with the [sdamplenym]



region Of ctrl+A, Ctrl+Shift+C. We pass to the supplementary sheet
with the dump Of ctrl+B. We preserve dump. It is finished with the
scrambler and VM (I I hope). Is now reparable OEP. OEP will be
equal to address OEP in the chosen memory minus the old base of
the stifling code plus the new base of the stifling code.

OEP = of OOE3030D-00E30000+00297000=0029730D. Is discovered our
dump with the aid of PETools and is discovered Image Of optional
Of header Of editor (we harvest to the button Of optional Of
header). In the field OF entry Of point we change 00001000 by
0029730D and preserve changes. In principle the program is
unpacked. But always there are its “but!”.

Let us open our dump into OllyDbg and will wait for, until the
analysis of the code ends. We see that the now stolen code is
located through another address. It turns out that we did
everything correctly.

&A &8 FUSH &&
BEESFIEF| &8 GCECEDE1 FUSH 21BOECEC
AEESFE14) BE29C FLSHFW
aEE9Fa1s]  E¥ FUSH EDI
AEE=Fa1Y)  BBFE OR EDI,EEX

EEE97219(  21CF 1CDDYSED |ADD EDIL.EBOV2ODIC
aReariEl  anTred 29 | FO_FAT MWORM PTR SC. TESR+2a1

We start program F9. Program fell, and OllyDbg in [storoke] of
state 1t writes:

Arccess violation when executing [Q0E30662] - use Shift+F 7 /F8/FS to pass exception ta program
To [ugu]. Error, with the starting of the code to O0OE30662.
Interesting address. Indeed the same the address of the memory,
where there was the stifling code! Similarly program where that
still causes it. By [perezapustim] program let us pass into the
section of the code (Ctrl+G, 00401000, Enter). Let us try to look
the address of OOE30662 as the constant. For this we harvest by
the right button of [myshi]->Search of for->Constant. In the
appeared window we write:

x
Hexadecimal S0EEZ
Signed IW
Unzigned IW

[ Entire black

0k I Cancel |

And [zhmjom] OK. Yes! 1 was rights!

BE4s5065(L. C3 RETH
SED0E CcC INT=

- EZ FSRS9REE | JHP BEEIBGEZ
F2 DB F2

[s[aC} T

AR45e0eD
It is now necessary to recount displacement relative to new
section and to change the address of [dzhampa]. New address = of
OOE30662-00E30000+00297000 = 00297662. Now it is possible to
change jmp of 0O0E30662 for jmp 00297662, but you do not hurry. |
will say immediately that such [dzhampov] in this program THERE
ARE VERY many. Therefore | wrote script on the restoration of such
[dzhampov]. He is called JMP_VM_REDIRECT.osc. This script must be
disposed to your program.
Variables:




RegionVM_Start of — the beginning of the chosen region memory, 1in
which there was the stolen code. In me is equal OOE30000.

RegionVM_End of — respectively the end of this region.
In me is equal OOE30000+00005000 = of 00E35000

RegionMain_Start of — the beginning of new section with the
[sdamlenym] stolen code plus Of ImageBase.
I have — of 00297000+00400000=00697000.

We enter values in the script and start it in our dump. We see in

second:
x|

\!‘4) Finish! Total 000000021 jamps redirected!

OTHEHA |

21h = 33 [dzhampa] are adapted to the new displacement. Now we
pass Into the section of the code, we place indicator on the very
first command and it is moved by mouse for the sulky the window of
the code into the bottom itself. We press Shift and will call by
mouse on the last command of this window. We see that entire
section of the code was isolated. Let us call by the right button
of mouse and we select:

GeoiiEER 5 BRg UM ) [Ftseros vt
BacSaeEs | SRR | Find references to 4

AESZ32EBA| . FFSA &@ I View 3

BESZ238E0| . EBBCE |

el N ) Copy o executable 3 Selection
BEEZ238C4| . S95E B4

BESZ3SCTY| .~ 74 89 Analysis L4

We shut the appeared Wlndow OllyDbg it asks, we do want to
preserve changes. We harvest yes and OllyDbg proposes to introduce
the name of file. It is possible to preserve into the same dump,
but I always preserve into the new file, so more easily to make a
recoil, in the case of error. Is discovered into OllyDbg the
preserved dump even we await, until the analysis of the code ends.

We start program even we see that it again fell in this place:

BA42E437| » 5@

BE43E422( . FFIE 1803558
. 1BRAE 23FFFFY

BE43E444| . 3F

This still that after command is such after the call API of
function? For the first time similar | see. Let us roll up for the
moment OllyDbg and will neglect one additional copy Of ollyDbg, in
which let us open the protected program. Let us reach OEP and will
pass to the address of 0048E438 and will install location counter
(eip) to this address (Ctrl+ *). Now let us isolate several bytes
after the call APl of function establish [brjak] to the access to
the memory.

FUSH ER:
CALL OWORD PTR O5:[<&kerne32.Get5tdHan EEtSthandlE
EEE BYTE PTR 55: [EBP+74FFFF221,AH




AE4EES26 |+ EB BF JHP_SHORT FOMTEX”1.@@48E437  Lomment i | P
GE4ZE4AZS|  93CE FF 0OR_EAX,FFFFFFFF Breakpaint Togal
BE42E42E| EB 79 JHP SHORT FOMTER"1.08848E4A6 i Eakpoint 0ggle
SSQSEE%E 33'33 EEE EEﬁ'EBX Run trace 3 Conditional
GE42E436|  FrOE HEG EAX -
BE4SE43E|  1BCE SEE EAX. EAX New origin here Chrl+Gray * Comclitee b
GE4ZE4AZ4|  23CA FS ADD ERY, —EE Run ko selection
aa4aE43? =) PUSH EAX o ko

Bodieac 64 16 EBD AL TR low i

BE4EE4SE|  AS Hobs GHORD TR ES:CEDTI,own | orow in Dump 515 i
oa45E448  83FF FF CHF EDI,-1 Meraty, an wrike
BE43E443 | 74 3F JE SHORT FOMTEX"1.BG42E484 Search far k

[eTeEE=T=F I = (=) PlIEH FNOT

Now let us neglect program. They interrupted here:

ZH1Z MO DL,EYTE PTR DS:LEDX]
BECEEAF 1 2293 EDBBE00E | XOR DL,BYTE PTR DS:[EBX+E@]
BECEEEFY]  SBFR MOW EDI.EDX

We see that this where that in the chosen region memory and to us
this does not approach. Again we harvest F9 and we here:

@ BEFF_FF THF_ED

BE4SE443] ?4 3F JE SHDRT FDHTEH”l [SISERSISCEEY

_ BE4IE44E FUSH E - -

But this already the code being been located almost immediately
after the call APl of function, you will memorize its [opkody]
(83FFFF) . Open diagnostic routine with the dump. Now let us place
indicator on the address of 0048E43E and will press Ctrl+E.

Hexadecimal editor was opened. We see:

bE42E438) . FF1E 180355@0 | CALL OWORD PTR DOS:[<&kerne l32.G5etStdHan
o éEHE S2FFFF74 EEE EVWTE PTR %5: [EBP+r4FFFFE221, AH

LGetStdHandle

Bo4cE44d| .
fodcEads| T P1S scozssea - S

. | o
dodcEddel - EELE Edll: code at 0048E43E |
PoacEans| o L2 PPopeoen || ASCH

o |
BO4SE4EE| . S3FD 82 i IT“T“T“T‘T“t
GO4ZE4EE| . B93E |
AA43E4EH| v 7S BE + UNICODE [prE
GO4ZEAEC| . SB4E G4 48 i
vk |

|

BBASE4ES| v ' HE=<+00 119 A5c83 FF FEo74
BE4SE4ET sa4E B4 Be i

We see that the bytes, on which we dwelled, be present, but here
to them i1s even what that bytes and here their ASProtect stole and
carried out somewhere earlier, after fulfillment APl of function,
also, to the return to the section of the code. Now at their place
the debris bytes, which do not give to disassembler it is normal
to recognize commands. Give we change them for 90 90 ([opkody] of

nop) .

HEx+02 oo 90[J3 FF FF 71
We harvest Enter even we see that now the instructions recognized

normally.
BEa43E437| > Ed FPUSH ER: [DeuTuDe
HE4SE4SS] . 5515 12035586 EEEL OWORD FTR OS5: C<&kernel32.GetStdHan LG=t St dHand Le
HE43E4SF HOP
BE43E440 SSFF FF CHP EDI,-1
Ba43E44 3 v 74 JE SHDHT DURFED™ 2. B84 5E454

But how to us to return the stolen two bytes? Let us look to the
logic of the work of program.

First is caused the function Of getStdHandle, which returns to eax
of [khendl]. Then they go ([jot]) unknowns ([aja]) to us the
command (a) then of edi it is compared with -1. By the way the
number - 1 (OXFFFFFFFF) is the constant (INVALID HANDLE VALUE),
which returns with the functions, which work with [khendlami] as
the result of the unsuccessful attempt at the discovery [khenda].
It is interesting that after the call [API] of [khendl] it will be
into eax, and to the validity is checked edi. Not about which he
does not speak? So that finally it will be convinced of my theory



let us look that i1t lies at the register of eax and edi in our
dump, and in the protected program.

In the dump: In that protected:
ER- HEEEEEEE EH: _FFFFEFFE
Els HHILIF S ECw vLSHFEL
ED FLAFE4CE ELD BEEEEEET
EE: Baaaaa6s EE: BEEZEIED0
ESF BE1Z2FES4 ESF BE1ZFFEC
EEF Ba12FFCa EEF BE1ZFFEE
ESI BAICIFZ22 ESI @l4C4B22
EQIL Froagszcd ELQI FFFFFFFE,

As we see in the protected program the register of edi so it
contains the result of the work APl of function as eax. 1 know only
one command, capable of copying value from eax into edi, and which
occupies the size of — of 2 bytes. This Is mov of edi, eax. We
enter i1t instead of two nop®[ov], for this we harvest gap, we
introduce necessary command and we harvest Enter.
We preserve and is discovered the preserved dump. We start program
even we see that i1t again fell. In the window of the code nothing
it 1s reflected, but 1t is here iIn the line of the state:

|.-'1'u:|:ess wiolation when executing [00E30000] - use Shift+F7/F8/F3 to pass exception to program
It is familiar, not so whether? Error, with a attempt at the
fulfillment of the code to O0OE90000, only now this is already
accurate not the address of our restored code. Means ASProtect
where that still i1t stole the piece of the code and for us one
must find i1it. For the beginning let us find the call of this
piece. We search for just as past time as the constant in the
section of the code.

BO401 6EE EE OB o
BiEdE ] EE] B DE =R
ESEE%SE% E'f EE Enter constant ko s x|

Ghapiope|  oa e [ooEaoon
SS:S%SS? Eg EE Hexadecimal  |00E30000
BE4E1EAZ FF OB Sighed 15269888
GE4E]ARD g E

1 i
BiE4E 1 BE7 2402 HOU _
BA4E1BAC EE e Unsigned |1 5263383

e 8
AR46 1 BAF av OB [ Entire block
|

GE4E1A12 F3 OE 0k Cancel |
ga481813 £1 DE

And we again find ©. only now this not [dzhamp]:

BE4343F3 [5 52 BEEEETEE |PUSH BESGEEE
BE4242F0(k.  C3 RETH
BE4343FE EZ DB EZ

The required address is placed in the stack, and then the command
of retn extracts it it from there and accomplishes to it a
passage. Let us look, what do we have here in the protected
program. The same. Therefore in the protected program we place
location counter (eip) on this address and harvest two times F8.
Now we in the chosen region memory, to OOE90000. We see that this
is the entirely small piece of the code and we can decrease it
still more, if we clean from the rubbish and even let us be able
to return it in the place.




&2 FFFFFFFF FUSH -1
BBE?BBBE =1c] PUSH ER:-
BEESEEEE SH B8 FUSH &
BHEIGEES =1 FOF ER:
BEESAEES &4: SEE8 MOU ERx, OWORD PTR FS:[EAX]
BHEIGEEC 1] FUSH ER:-
BEEEEE0 S1CS8 A4FEEEER |OR _EHx, BHEEFER4
HEEEE] S Fz: FREFI: REPHE:
HEEZEEL4 ) EB B1 JHMP SHORT BEESEH]F
HEHESEE]E SH SB44248C &4 CALL FAR 8964: AC24448E
BEEEE10 25 BEEEE00G AHDO ER:, B
BEHEDREZZ g9sC24 Ac HOWU OWORD PTR 55: [ESP+C1,EEF
HEEZEEZE )~ EB B1 JHMP SHORT BBE?BBEQ
BEESEE2E|- E9 C1DSEDZE JHMP 2FDED0SE
HEEZEEZ0) - EB B1 JHMP SHORT BBE?BBSB
BEESAEZF F3: FREFIx REF:
BEEIEE3H EO 46BC4E0E MOW EBF, 43BC4E
HUEZEESE) - EB B1 JAP SHORT BOES@EIS
HEEIGEIY O @3EDS0EC @Cl CALL FAR BCHC: sC20EDES
HHEIEEIE ZBEZ SUE EBF,ECH
HEESEESE Fz: FREFIX REFHME:
HEESEE4] [~ EB @1 JHMP SHORT @EESEHS 4
BEHEDRES S Fi: 5@ LOCE, FUSH ERX
HHEIEE45 ] RETH
BEESEE4E BEEE ROD BYTE PTR D5: CEAXI, AL

But that not to fan

even without that large article we will not

this make. Let us look, where i1t is possible to insert this code.
The first, that occurs of — this the section of the code (indeed

there i1t and it was earlier).

twist window upward,

In the diagnostic routine with the
dump in the window of the code let us press the key For end. Now
we at the end the section of the code, see continuous zero. Let us

BEEECTEE| . BECE TEST EFW, EAX

BESECYED| W~ 7O B& JGE SHORT DUMPED® 3. BESSCTIS
BESSCTEF =3} FUSH ER:

BESSCTIE EZ DBASFEFF |CHLL DUMFPED™S.BES16EFE
BREESCFIS > L3 RETH

BESECTIS fslo} DE G@

BREEECFIY i} DB ©@

BESSCTIS i} DB G@

BEEECTFID aa OE B4

It means

insert the code we will be to 0055C796.
In the window with the protected program let us

and let us copy i1t into the buffer of exchange.

until we meet the first nontrivial bytes.

isolate the code

BEESARAC| 5@ FLISH ERX |

GBEESAEAD| 2102 A4FEEEEA |OR EAX, BABEFEA4

BEESEALZ|  F2: FREFI* REFHE: Backup

BEE@A1 4|« EE @1 JMP SHORT BEESBE]F

BEESAALE|  9A SE4424BC &4 CALL FAR 2964:BC24448E Copy

BEESAALD| 25 PEHEEESE AMD EAX, B

BEESARAZZ| 896024 BC MOU OWORD PTR 55: CESP+C1, EE TR Edit
BEEAAZE| « EB @1 JHMP SHORT BEESBEZS o :
BEEEE22 - ES C1DSEDZE JHMP ZFOEDSEE Assemble Space Fill with 00's
BRESEE20| -~ EE @1 JHP SHDRT BEE B3 o
GEESAAZF |  F3: FREF I Label Fill with MOPs
BEESRAAZE|  BD 4BEC4SEE ] EBP 4BBI34EI :

BEE@AZS| « EB @1 JHP SHORT BBESEEZS Comment i o —
BEEYAAZF| O BIEDSDEC B0 CALL FAR BLAC: SCEDEDSS B int Binary copy
BEESRAIE|  2BE9 SUE EBP,ECH reakpoin

L
Let us pass into the diagnostic routine with the dump let us press
Ctri+E, Shift+Insert, Enter. Now this code will be placed to

0055C796.

It is naturally necessary to change reference to this

code. We pass to the address of 004843F8 and instead of O0OE90000
let us enter 0055C796:

BE45423F3

68 SECYESEE

BB4E43FD L.
We again separate entlre sectlon of the code and we preserve

changes.

Is discovered dump. F9.

PUSH DUMPED™ 3. BESECTIE

In the line of the state:

|.-’-'-.u:u:ess wiolation when executing [O0EFO000] - uze Shift+F7/F8/F9 to pass exception to program

Search for the constant of OOEF0000.

bo44CEER
BE44CEFE

AEAACCEA

—%E3 1831AREE
BH

JHF BEEFEEEE
OB BAH

noo4r

In the protected program we pass to the address of 0044CEEB and it
is passed into the chosen memory. This time the code of completely
solid size, and, after twisting window downward, we see:



AHEFESFE|( &8 SERSEFER FPUSH BEFBEEE
JEEFG4EE(  ES FEFEGDEE CHLL BBFDBBEB
JBEFB4EE(  SE
AUEFA4EE |~ EF 61028868 JHP EBEFEEGC
JBEFB4E8E( SF FPOF
JBEFE4EC(~ EY F4FFFFFF JHP EBEFE4BE
ABEFE411)~ ET ZAOZBEEE JHP BEEFE64E
AUEFE416] -~ ET cHOZBEEE JHP BBEEFBETE
IBEFE41E( C9 LERUE
AGEFE41C) -~ ETF 4ABZBEEE JHMP BEEFBESE

JEEF 421 381E CMP BYTE PTR DS:[ESI],EL
JBEFB423( 8345 F8 MOU OWoRD PTR S55: [EBP-21,ERX
JEEFB426( 57 FUSH EDI

36EFpd27| EB DaFBoDoe | NN
Yes ® this again VM. To this code it is First necessary to apply
script, on [rebildu] VM, and already then to copy into 1ts dump.
But, as we remember, to script it Is necessary to iIndicate the new
base of the restorable code. [Petomu] first let us be determined,
where it will be placed. Let us arise to the beginning of the code
and let us call two times by mouse at the intersection of the
first column and current line.

FPUSH DNDRD FTR 55: [ESP+21]

EB ]}
42 [
F+3 FF?424 B3 FHEH D

Now the addresses of commands show in the form displacement. Let

us twist window, until the code ends.
£+75E L83E4 ac ADD ESP,BC
53 FIUSH EBX

JHP SHDRT BBEFBBBS
FREF I

F+7E1L

$+762 ~~E9 OFFCFFFF JHMP BEEF@435E

FHTET BEGE AOD ENTE FTR O5:[ERX], AL
F+7ED BEGE AOD EYTE PTR DS:[EAX], AL
] ARG onn RUTE PTE MNC. TEOY1 0O

Leaves that this code it occupies 0x00000766h of bytes. Let us
pass into the diagnostic routine with the dump. Do remember where
we they did put the last stolen code? We pass to the address of
0055C796 and let us twist downward, until zero begin:

a1 ==y WL Ed U 9

BESSCTOG F2 DB F2

BEEECYDY| .~ EB B1 JHP SHORT DUMPED™ 4. BBESCFOA
BESSCTOD Fa DB F@

BEESCFOA > BB FUSH ER:-

BESSCFOE| . C3 RETH

BEESCFOC 51} DB w@

BESSCTOD o4 DE Ba

Now let us place cursor on 0055C7DC and will call two times by
mouse at the intersection of the first column and the display
line. We see that also here the addresses became displacement.

5-1 (2] RETH
5 == 51| OB &&
£+1 5]5] OB @&
s+2 BB DE BE

43 ne AR

Let us press the key For end and we at the end the section of the
code. We look at the displacement of the last byte:

$+521 ] OB @@
P & DB G
54823 Ba DB Gf

[Khekh]. Place is sufficient, still and it remains. It means, this
code we will place to 0055C7DC. In the diagnostic routine with the
protected program we start script for [rebilda] VM, and we write
to a question about the new base of the code:

HEEFBEAE BN EB =} JHMP SHDHT BBEFBBBS
SEriae| (Ehans .

|
e OllyScript - Input request #
HEEFREED

52
HEEFEEEA B3EE424 i
SR e Enter new base of this code

BEEFAE13| Bo5424
PeEraaiz| Ba 4esp| |00ssCrDd
DiErooa|  GoER a7

BEEFROZE|  B0S4eR Cancel |
BEEFAEZ?| BRI

BEEFREZ5| B4:EE @

We harvest OK and await, until script works out. We harvest * and
we again on the beginning of the stifling code, as you already
know script it throws down the restored instructions at the end of




the code. Let us look, they did not exceed the permissible size of

the code.

S+7ET -~ BFS5 BEFFFFFF | JME BEHEFBSFE

5+7E0 ~ E9 4&6FFFFFF JMP BEEFEEES

5+772 2JBFE2 CHMF EDI,ERX

5+77d ~ BF80 &&FFFFFF | JGE BEEFESEE

5+77FH ~ E9 40FFFFFF JHMP BEEFBECT

§+77F eea ADD BYTE PTR DS:[EAX1, AL
We see that a total of several iInstructions were added and the
code still gets iIn into the section of the code. We separate
entire code and we copy iInto the buffer of exchange. We pass into
the diagnostic routine with the dump, we separate from 0055C7DC
the bytes of the longof 77Fbytes and we harvest by the right

button of the mouse:

g—% ¥ Eg FUSH i -
o | & pe .

+ . o "
R an 0B A6 MadiFy byke F! w!t od's
§+3 j515] DB B8  Assemble Space Fill with MOPs
5+4 515} OE @&

545 ae OB 88  Label g )

$+5 B8 OB 86 Binaty copy
547 folc) OB @8 Comrment 8 -

5+2 B8 OB 86 . Binaty paste
549 ]| OE Bm  Breakpoint

EIE SS BE SS Hit: trace k

S+C (s ]5] OB B8a

£40 A OB 6@ Run trace 3

It is now necessary to change [dzhamp] for the stolen code. We
pass to 0044CEEB and we correct OOEFO0O00 to 0055C7DC

bo44CEER|  ~-E9 ECF21888 | JHP OUMPED™ 4. BREECFOC
BE44CEFD ER DB EA
BE44CEF1 iC DB 1C
ARAAATCE 2 [=g=] no Ca

We preserve dump, and it is discovered it in the diagnostic
routine. F9. They fell here:

=2 DB 33
BEEECCZC 1E DE 1E
BEESCC20 EF DB EF
BEEECCZE o8 DE 28
BEESCCZF G DB ©8
BEEECCIE e DE ©8
BESECCE] 515} DB @@
ARAEECCA AF MR AF

|ﬂ-.u:u:e&s wviolation when reading [00C33429] - usze Shift+F7/F8/F9 to pazs exception to program

What after..? Judging by the line of state in this place i1t occurs
a attempt at reading to 00C33A29. We harvest Ctrl+A and

immediately gap. We see:

S21E CHF BYTE PTR DS5:[CESII.EBL
BEESCCZ0(  BE SCoBopaeEg MOU EDI, S0

HESECCE2 )~ @F34 DEE3EEEE | JE DUS2HE™ 1. BEEECFI0
BEESCCIS( 56 FUSH ESI

BEESCCZS(  FFLS D402556@ | CALL OWORD PTR DS:[<&kerne32.lstrlen®]| kernel32. lstrlend
BEESCCEF [« EB B1 JHMP SHORT DUEZHE™ 1. BRSECCH2

EE??SBESSHEB]:???
It turns out that program compares from [nuljom] something, which
is stale to 00C33A29, when there was ASProtect. And you [zamete],
that 1T this something is not equal to zero, then program
calculates the length of line, which is been located to 00C33A29.
Nothing 1t does resemble? Greatly i1t reminds me of testing the
registration code. Give let us try to substitute the address of
00C33A29 to the address, which 1t will indicate what or line. Let
us open the map of the memory:

MLZSEHAE | AW A |
BE4EEEE6 | BEEE 1608 DUs2AE™ =

L it P

1
BE4E1886 | 80150008 | DUSZAE” 1 Actualize
BASSDEEG | BEESEE0E | DUSZRE™ 1
BESEIEEGE | BE6E1HEEE | DUSZAE™ 1 Cumnp in CPU
BEASCIEEGE | BEE01 608 | DUSZRE™ 1| . rerc
BEES4EE6 | BHEEIE0E DUGEHE”% -mack Durmp

GE5I7RGE | BREECHEE | OIEZAE” p—
BESARHEE | BRHESHEE Search !
GETSAREE | AEER2EAE = |

=t |




In the appeared window we write:

HEX +04 |29 3a C3 00

And we harvest Enter. Was opened the window of dump even it shows
that the address is found.

HIEESESEEE | FAE LSS | JUEsHE L

Mmad) K
SSEEEBBB BaE01aEa| DUSZAE™] | . rerc |:eanurces _|lmag|B | I

SE‘E?? E Dump - DUGZAE~1 005B3000..005C2FFF

BEH

BETEE BBEBBE4C|29 SA C2 B8 1E B8 B8 88 17 06 85 @@ 1C DA 55 BB|]
EEFFE HOSESEEC) 18 DA S5 06 B4 DH 55 8@ FS D9 55 BB 80 08 0 @a( »
AReAA BOSESEEC] B1 0B B8 06 B2 BB B8 08 03 00 B85 BB 84 08 00 BO|E

We see that it is located in the section with the resources to
005B804C. In the command line we write with d of 005B804C and we
see.

Address

BASESE4C
BESESESC
BASESEEC
BESESETC
BASESEEC
BASESEIC
BASESEAC
BASESEEC

Hex dump

From the address of 005B807C go zero. Let us there and enter our
key ©.A to 005B804C let us correct indicator from 00C33A29 to
005B807C.

Address [Hex dump ASCII -
BEEESE4C] WL 98 SE 8@ 1E 0B B8 B0 17 B8 B0 B8 1C DA 55 @8 TAL.4...#...c1
GESEESESC) 18 DA S5 688 84 DO 55 80 F2 09 E5 00 88 00 08 88| k.U 22U, ..
BESBSESC| A1 B8 OH B B2 D0 B8 B0 B3 A8 B0 B8 B4 OO B8 B8 8., 8.0 9., . 4.
BESESETC| 46 F2 65 6557 61 T2 65 28 6B 65 77|98 00 88 88| Freellare key..
BESBSESC| B8 B8 DD B8 B8 D0 B8 B0 D8 A8 B0 B8 B8 D0 B8 B8 . .....e e eeeas
GESESESC| B2 B8 00 88 18 00 68 80 54 A8 B0 99 B8 00 99 B8 8., . k.. % ...,
BESBSEAC| B8 B8 DD B8 B8 OO B8 B0 D@ A8 B0 B8 B2 0D B8 B8 . ...... .. &,
OESESEEC| @1 B0 0B 08 B4 B2 82 00 03 00 00 00 08 B8 B8 88| A, %0 eeee. -

Commandd 005B804C ~| D address — Dump at address
Now we separate all this matter and we preserve changes. Is
discovered the preserved dump. F9. They fell. In the line of the
state:

|ﬁ.u:cess violation when executing [DDEEOQQOD] - use Shift+F7/F8/F9 to pazs exception to program
Search for the constant of OOEEO0000:

BE44CEDZ| —%E3 2931A%98 | JHF BEEECEHE
B844CEDY 4C DE 4C
Ba44CEDS ER DB ER

We pass in the protected program to the address of 0044CED2 and it

is passed to OOEEOO000:

2E30 220DEEEE

CHFP BYTE FPTR DS:[SBCODZ221,@

HEHEEREET BF3ECH SETHE AL

gEEERERRl SEaa IS
We see that this entirely [kazjavka]. We insert into the section
of the code and we guide adapter.

BBESCFSE BES0 SE00SEE CHE BYTE PTR OS:[SEOOSST,@

HEEECFEZ BHF3ECE SETHE AL

BESSCFEE c3 RETH

HEEECFEE 515] OB &8

*k*k

BE44CEDZ «~-E9 Sd4BBliaE | JHP DUS2A2Y 1. BSECFEE

Bad4cEDr| | 4 ZE BT ‘
We preserve changes. Is discovered the preserved dump. F9. Program
is loaded.., is loaded.., is loaded. It appeared in [taskbare] and

bang.. it again fell here:



pad4c4AsE || .~ 74 27 JE EHEE; DUeZAE™ 1. BE4E4A2F

Bd&d4AEE 15| FLIS [String
AEd4cd4Rs3 || . FF1E D4D2556E CALL DWORD FPTR OS: [<&kernel32. lstclenik] |k l=trlenf
HididHer | . BE OB433084 | MOU ERR, 4204308

. 1B83 CBBI22El SEE EAX,DWORD PTR DS: [EBR-X+ERS262CE]
FEEEETEC] A CLO
BE4E4ATE EZ 48@8F3206 | CALL DUSZAE™1.884259CH
BEd&4RSE SEC4 MW ER:, ESP

Again what the [flgnja] after the call APl of function. Let us try
to use the same measures. Instead of the first two bytes after
call APl let us enter 90 90.

mEdc40e2|] . FF1S D4D255@ CHLL OWORDYPTRI DS CEEkerRe 220 st len® | L L=t lenn
BE4E4AEF L]

BE4E4H7E ] HDP

BE4E4AT1 43 IHNC EE

BE4E4A72 SDa41B LER EHK OWORD PTR D5: CEER+ERR]

EE4C4AVE(] ¢ 22CE B2 ROD ERX, 2

BE4c4A7S(| * S3EB _FC BHD ERX, FFFFFFFC

oadc4nve|] - E2 4epFozes |CRALE DUSZRE™1.CR49590E

Well here, 1 so knew. Two-byte instruction is again stolen. But
judging from the fact, that after nop®[ov] go inc of ebx, the most
likely this mov of ebx, eax. Let us verify. [Perezapustim] the
protected program. Let us pass to the address of 00464A69 and will
install location counter (eip) to this address. We place [brjak]
on the |nstruct|on after the call APl of adapter to the access:

T T

E% S2BSIE@E CALL BRES@EEE

BE45406E|  B6:ES DB43 HOU @3, 4208 Toggle
Badc4Ave  oats b LER EAZDIDRD "0, trace b Conditional
G8454A7S  S3EE FC AHD Enx FFFFFF "
GRAEANTE| EZ 4BEFEIEE CALL FOMTE=™1. New origin here Chrl+Gray * onditional log
Bodednos| ERoe e T Run ko selectian
G8454R532| FFPS B8 FUSH DWORD FTF  gg ko

2 e b

BE4E4AZ3| 5@ FUSH EAX Fellew I DU Memory, on &

We start program. For the first time we are again interrupted not
there. Again F9 and i1t is, where must-

42 IHC E
pEdedA 2| SDE41B LEH EHK OWORD PTR D5: CEER+ERRX]
BE454AFE(  S83CE B3 AOD ERM, 2
BE4e4A7S(  83EB FC BHD ERX, FFFFFFFC

BE454H7E EZ 488Faz2aa CALL FDHTEH”i BE4359CE

A S AT AR A RO o e

We look, what do we have into ebx:

ER BEEEEEEE
ECH TEHC TH
EDN: BEEEEEEE
EE: BEEEEEEE
ESP WHTZFOFS
EEF B81ZFEBQS
ESI BBFCBEDE
EDI 4AFDELSZ

As we see — the same as into eax. We correct our dump:

a464n53|] . FF1S D4D2558I CRAELIDWORDIPTRIDSHILEkesneIs2nletFlensd|L L=tr1onA
BB464REF 5B0E HOU - EEX, EAR
EES Sl Aoain = R S

We preserve changes. Is discovered the preserved dump. F9. And.. On
the miracle!!! Program was neglected! We go in Help->About OFf
fontExpert.. and program falls here here:

TE60 AOOD BYTE FIR D5t CEARI, AL
GEECEOE, |  BEE] AOD BYTE PTR DS:[ECKI,AL
GBECEEE3| @912 AOD EBYTE PTR D35:[EDX1, 0L
GOECOOCE|  BE24EE ADD EYTE PTR DS:[ERX+EANI, AH
GBECOAGE| 900 AOD BYTE PTR D5:[ERXI,AL

-load condition, the same almost OOEC0000. Program would fall as
earlier, but this time to 0O0OECO000 randomly proved to be the code,
and several instructions even were carried out. We search for

OOECO000 as the constant:

BE4ZAR0Z >—§E9 [EET==TEETE ] JHP BBEEBBBB
BE4ZAR0T
Ba42AA02 SF DB SF

Wwell here, 1 aiFeEtly prophet<3 pass in the protected program to
the address of 0042AAD2 and i1t is passed into the chosen memory.

We see that the code not small and i1s present VM.




ED45 Fa LER EHx,DWORD FPTR S5:[EEF-181

BRECHRES 5} PUSH ERX
BERECEEES [ &2 SAB1ECEHD PUSH BECE1ZA
BEECARED|(  ES FZFFERAEE CALL ARFFE6EE
BEECEEEE( SE POP ESI
HEECHEEEF |~ E? BOB1@@@E8 JHMP BRECE1D1

Size of the code:

2+1FE &3 DDE1ECEE PUSH BEC@10D

s+1FR EZ B1FEQABE CALL BEFFEa6E

2+1FF c3 RETH

S+268 baaa AOD BYTE PTR DS:CERXI.AL

Plus will be added the restored instructions. Now the code we this
matter will not clearly iInsert into the section. Let us look, how

much vacant place In th section e added by us.

BESSBSFE|~ BFES HEBFFFFF | JHME DUYZAA™ 1. BHEIFEHE
EEE2ETE]L |~ B9 B4DIFFFF JHP DUFZAA™ 1. BESS2AEA

BRESEIEG|  BEEE AOO BYTE PTR DS:CEAXI,.HAL
BRSIEIOS( DpEBE AOD BYTE FPTR DS:[CEAXI.AL
BREIEIEA(  BEBE AOO BYTE PTR DS:CEMAXI,HAL
BREESEIEC) DEBE AOD BYTE PTR DS:CEHXI.HL
*k*x
5 TOoOCL [alala1] HUL DY IC rIn W38 LEHAD g HE
S+EEE Haaa AOO BYTE PTR DS:[CEMAXI,.HAL
s+EFE naaa AOD BYTE PTR DS:[CEAXI,.AL
s+EF2 js]s1s1s] AOD BYTE PTR DS:[CEMAXI,.HAL
S+aF4 naaa AOO BYTE PTR DS:[CEHXI.HL
s+EFE s ]s1s1] AO0O BYTE PTR DS:[CEH<].HL
s+aF2 Baaa AOD BYTE PTR DS:CEAXI,AL

Place will be sufficient, still and 1t will remain. We start
script for [rebilda] VM:

SD45 Fa LER ER:,DWORD FPTR S5: [EBF-1@1
C o 2 (e
L -] OllyScript - Input request |

BEECEERE( SE

BRECEHAEF [« E Bl
BEECEE14 [~ E? 1%
BEECEE19(~ E9 8f

BEECEEIE| Gl | o0&9B906
BEECEALE|  B&: 9l

BEECEEE1( 5@
BEECEEZZ( BS C: Cancel |
BEECEEZT|  C1D@
BEECEEZA|  SBC4

We harvest Enfg?wzﬁdCBWdit, uﬁ{ﬁfmég??ﬁinwaFﬂngut- We harvest *
and we on the beginning of region with the stolen code. We
separate the code, we copy into the buffer of exchange,
troubleshooter with the dump is discovered and we put the code to
0069B906. Now we change [dzhamp] to 0042AAD2 from OOECO000 to
0069B906..

We preserve changes. Is discovered the preserved dump. F9. Program
was neglected! We go in Help->About Of fontExpert.. This time
generally system error was thrown out. Well nothing. Also it 1is
possible much interesting to extract from the errors of system:

FontExpert 2005

[Tognuce oWwMEKH
AppMame: du?Zae™ g et 70,01 bl oo arne: unknown

Modver: 0.0.0.0 Offzet: DOFO0T00

Enter new base aof this code

CeEgeHWA 0f oTyeTe
We see that the error occurred to OOF00100, if we are relied on
entire obtained by us experience, then possible to assume that
program turned to OOFO0000, and by it transported so, that 1t it
could reach [azh] the hundredth displacement. Let us verify
theory. We search for OOFO0000 as constant. No, unfortunately this
time | was mistaken. Then we enter on — to other. To



[perezagruzim] program let us place [brjak] on last restored

[dzhamp] -
q >—'-;E9 ZFBEEZFEE JHP DU?EFIE”l [E[TEET=ETE
HA42AR07
AR42AANS RF

We start program. We go in Help >About Of fontExpert.. They
interrupted on our [brjake]. We begin to locate and we fall here:

[=1] OB B2
BE44CFHE BCEBSSER 00 DUFPZRE™ 1. BaS5aa6Ec
BE44CFA4 EZ OE EZ
BE44CFAS 4F OE 4F
BE44CFAG ?4 OB 74
Ba44CFAY OB B2

It is strange, why OIIyDbg all in no way wants to recognize the
restorable code. We harvest Ctrl+A and immediately gap. All
recognized:

B2 BCEESEEE HMOL ER, DUVZAE™ 1. BECEEEEC
BE44CFA4|  ES 4Fv4@308 CALL DUYZAE™1.@84543F2
Ba44CFAS( 51 FUSH ECx

ARAATFOO AARE FA @R aMn NNRMN PTR SS=TFRP-1@T @

We go in the function on F7. We see the already restored adapter:

68 SECYEERE FUSH DUFZAE™1.BEESCFIS
BE4542F0 RETH
BE45423FE ES TBE9ZF31 CALL 217FCOVE

We harvest two times F8.
B2 FFEFFFFE  |FUSH -1

BEEECFIE( 5@ FUSH ER:

BESECTIC(  &H B8 FUSH &

BEEECFIE( 58 FOF ERX

BEEECTOF|  &4:3BEE Mo EHH DWORD PTR FS:[EAX]
BESECTHZ|  E@ PUSH |

This is the restored preV|oust code We locate, until we leave
the function. They left here:
JHP DUFZRAE™ 1. BE44CFE4

t1
BEd4CFAR 8365 FO @R
BE44CFHE |~ B9 B10BEEEE
BE44CFES 19E9 SEE ECH,.EEF

[Dotrassiruem] to the instruction of jmp let us carry out it. Burn

here:

Mﬂ— E9 47 o0HEEE ‘._IHF' EF BEOEE

BE44CFED 9E SHHF

BE44CFER 1858 @& SBE BYTE PTR DS:[ERA+51,EL
[Oppaaa].. But indeed we searched for the constant of OOFO00000!
Yes, I and itself was strongly astonished. It leaves, i1t does not
be worthwhile to separately entrust to the mechanism of search
into OllyDbg. Let us pass to this address in the protected program
and will visit into the chosen region memory. The code of small
and again is present VM.

AMD DWORD FTR S5:[EEF-1@1,8

FUSH ECH ‘

§+70C 65 GEEEFDEE FPUSH BFE00GE

5+21 ES FHFFEFQE CHLL 818088868

S+EE (] FETH

§+E7 ZE40 F4 MO EC, OWORD PTR 55: [EBP-CI
$+EA ZE45 B3 MOW ER:.OWORD PTR S55: [EBF+21
§+80 G 8980 CE@aEE MOU OWORD PTR FS:[01,ECH
S+94 c2 LEALE

§+95 ~ E9 ECFFFFFF JHMP BEFEREEG

£+90 2840 B2 MOU ECH,OWORD PTR S5: [EEBP+21]
§+30 2365 FC B8 AHD OWORD PTR S5: CEEF-41,8
£+A1 2045 Fa LEA ERAX,OWORD PTR S5: [EBP-1&81]
$+A4 ~ E9 D2FFFFFF JHP BEFEERTE

D | e 300 BVTE CIF DS: LEAK.AL

All, as 1t is earlier. To be located this code in me will be to
0069BB0O6, i1t means:

E% DoZAFBCE FUSH CIFBEZAES

HEFHEEEE AA A F1IZHFNI
gg;ggggg DllyScript - Input request =]
o

SSESSS?E Enter new base of this code

foragaie| | 00698E0E]

gorses

e poi2e cancel |
HEFEEE2 4

RS L T =




Script worked out. We copy the code in the buffer of exchange and
put to 0069BB06. We change [dzhamp] to 0044CFB4 from OOFO0000 to

0069BB0O6. We preserve changes. Is discovered the preserved dump.

F9. Program was neglected! We go in Help->About OFf fontExpert..

about x|
|Proxima

TEO FTWARE

T4 FontExpert 2005

o l:*l Werzion: 7.00 Releaze 1

Copyright € 1939-2005 Prosima Saftware

Licenze Key:
Freeiw are key

“Web Site:  http/Aaan, ProsimaS oftware, com

Since 1991 on the market of font tools,

[UraAAAaa]! Program earned. First test of — closing program. 1
noted that with this ASProtect”[om] In essence two problems. These
are the window Of about and the correct completion of the work of
program. We shut program. Well, | so thought — program it fell
here:

FCOE12AF 83C9 FF OF_ECH, FFFFFFFF
FLCIELZEE 33Ca WOR ERH, EAX

FZ2:HE REFHE SCAS BYTE PTR ES:[EDI]
FCAE1ZBEE FrOl HOT ECH
TCRE1Z2ES §1F9 FFFFE@@a | CHMF ECk, BF|
FCOE1ZEE |~ T& @S JEE SHORT ntdll FLoE12CE
TCoa12C8 ES FFFFa@aa Moy ECH, BFFFF
FCIE12CE GG 3940 62 MOU WORD PTR DS: [EDH+2],CH
FCAE12C9 43 OEC ECH
FCOE12CH G52 S9EA MO WORD PTR DS5:[EDA],CH
FCIE12C0 EF FOF EOI
FCoE12CE Cz @288 RETH &

This is the system library of ntdll. But how to us to find where
does fall? Let us look, into the window of stack, there must be
the address of recovery from the function into the program.

BA1ZF10C
BE12EEE4| vC9135A4(RETURM to ntdll.vC9135A4 from ntdll.a
BE1ZEEES( ©A12EECH
B812EEEC( FFFFFFFF

BO1ZEECH| @aaaaa0a
BH1Z2EEC4| FFFFFFFF
BE1ZEECS| @8l ZEEEC
BH1Z2EECC|] FFOEC1EE| RETURH to adwapi3Z.7FOECIEE from nto
BE1ZEEDE (] BE1ZEEES
BE12EED (| FFFFFFFF
BEH1ZEEDS || Ba@E8E163
BE1ZEEDC|] BEa8a8E1
BEH1ZEEER (] @El2Faz24
AA12EEE4 || BAS543FA| DUEAL1SY 1. AREE43FA
BEH1ZEEES|] Baa@a868
BE12EEEC|LEa12Fasa 2
BH1Z2EEFE| BAS30350| RETURH to DUEE13™1.@8530850 from adw
BE12EEF4| TCAOEEIZ[NEAl L. F--OEET

BE12EEFS| FFFFFFFF

Let us look, that we have to 0053D85D:

BESI0SSE| . FFSE PUSH DWORD FTR OF: LEART Subkey
BEEZI02E4( . FF [ 15] FUSH DWORD PTR S5: CEEF+2] [hKey

HES3085T] . FF15 2208550 CHLL OWORD FPTR D5: E<&aduapl32 Regleletel LR=als et ekeun
BESZ0SE0| .- E SHORT DUEE1Z2™1.BEEI0E

BESIOSSE| > FFBE OCFEFFF PUSH OWORD FPTR S5: CEEFP- 124] [

BESI02EE : FF15 B4D8558 EHLL DWORD PTR DS E<&aduapl32 ReaClosek HegCleEKey

e et EomeL mLen

What for [flgnja] with API by functions is today created? 1 see
for the first time so that after the call APl of function would be
conditional jump back to the call API! This smells a little by
already infinite cycle! I make the assumption that two bytes,



after the call APl of function are stolen By aSProtect”[om], and
instead of them is iInserted this insidious [dzhamp]. Here here
simple so to surmise, that after command it is stifling it will
not succeed. Let us try to [pomeditirovat]. Let us open diagnostic
routine with the protected program, let us reach OEP and will pass
to the address of 0053D857, let us install to it location counter
(eip) and let us place [brjak] on several bytes after call API to
the access to the memory. We harvest F9. For the first time not
there, let us pass, but they landed by the here second in the
section of the code.

FFES DCFEFFFF |PUSH DWORD PTR S5: [EBF-1241
BEEI02ES(  EB 96273108 CALL GRESEBEE

Thus, now Ietmﬁgngpeﬁ diagnosE?ém?outine with our dump and also
will pass to the address of 0053D857. Let us carry out the call
APl of function (F8). But now let us compare registers in the

protected program and in our dump.

Protected

Our dump
program
ERX ARARARES ERx BERREAER
ECH YC9lussl ECY HETIFFEH
ED: BEAZEEEEA EQs FC98EES4
EEX 202202BF EEX YFFDEEAER
ESF BE12FF&C ESF BE12FFC4
EEF B812FF&d EEF BE12FFF&A
EST BAHARERES ESI _FFFEFEFE
ED0I wuEzZuzal EDI YC91W725 1

The function OF regDeleteKeyA returns result to the register of
eax, and in the protected program the values of eax and esi are
equal. But the in the manner that stolen command has already been
carried out the, it can be assumed that stolen command it is mov
of esi, eax. We substitute in the dump conditional [dzhamp] by mov
of esi, eax, we preserve changes and is discovered the preserved
dump. We start program and attempt to shut. Program fell here:
Eﬂ%%aﬂ © FRin FALL BUORD PTR 0S: (EDY =1
HEdCe4E2|  » BB4E &8 MOl ECH, DWORD FTR DO5: [ESI+68] b

DS: [E2EEYEEE]=""7

e [y . (= T = [l oo oo r i o T
We see that the program attempts to fulfill the function, whose

address is located into edx. But this address indicates generally
beyond the limits of memory. Let us look, which occurs In this

place in the protected program.
BE4CIIFC oB11 EEEHE?X OWORD PTR D5:LCECK]

BE4CIIFE(  &H D1
FF1iz EHLL OWORD PTR_DOS: LEDH] _ FOMTEX™ 1. BRSEE038
DS: [BBE2EE28]=0aE0203E [FDHTEH”l BBEBSDSB]

It cannot be! The number into edx is also the very, but is shifted
by two discharges to the right! I searched for here this error
very for long. And it was already it solved, that this is
mysticism and maltsters were accepted to itself to the service of
sorcerer. But I solidly understood that never he is worthwhile to
despair. How 1 did localize this [bag]? ITf you [potrassiruete] a
little program, then you will understand because of what Of [ares]
it is shifted by several discharges. In reality it is not shifted.
The address falls as follows in the register of edx:

T

BE4CIZFE| BE1L | MOUED*, DWORD PTR' DS: [ECK1
Ecx 1s equal 003C84F7 most Ilkely precisely this indicator to what
that by means it decreases by one, indicating no longer the
beginning of address. | decided to search for the place, where to



003C84F8 will be brought in th address e necessary for the work of
program. In the command line we write with d of 003C84F8, harvest
Enter and we see th address e interesting us. Let us place on it
hardware of [brjak] to the record, with the size of dword (4
bytes). To place is necessary precisely hardware of [brjak], since
after reloading of program it will still act.

Rddress |Hen dunp RSCII ;m
DOCCoArD| 9B BE GO @@ 04 10 L mal 1 Gn on on 00 G0 00 00| Pre. e, B, .. .. o
GESCO5HS| BE BE BE Backup b 18 B8 G5 BE BB ........ Bevuns e
GEECEC1E| B8 06 BE G B0 DO BB B0| o eaneerennen e
BE3CE5ZE| B4 1B Bf  Copy b )3 06 BB OB GE| e+l .ol oy
GE3CSE5E| 08 B8 BE G B0 DO BB B0| . eunnenreenen e
BEZCECAZ| BB BB BE  Binary B JD BB GE BE BB ... e
GE3SCSE5S| B8 B8 BE . Sisossos-=s N B
GEZCEEES| BE BE BE Breakpoink 4 Mermory, on access oo G0l 5E
GRICICTE| BB B8 BE ) .-

AEoCocos| B oA be oearch For 3 Memary, on write o SSEF
GEICIC9S| BB 6 BE . .-

gazcacns| oo ee ee  Follow DWORD in Dump .. |oeetzr
O0SCECEZ 08 98 86 o ,  Hardware, on access B[, |99lzF
SS%EEEEE SS SS SE Hardware, on write Bwke
SS%EEEEE SS SS SE v Hex 3 Hardware, on execution ‘ard
GEZCSERS | BB B8 BE OO O O OO . oaaeessn. _
BSCoELT R bR BE SR ¥ }o om om ow BBl Duwiord

[Perezapuskaem] program we harvest F9. They stopped here:

2958 B4 MOW OWORD PTR DS: [EAK+41, ED
TCI1152H o062 MOW DWORD PTR D5: [EDK],EFR
rCo11520 8941 B4 MOU OWORD PTR DS: [ECH+41, ER:
TCI11E52F Er FUSH EDI

We look into the window of the dump:

Address |Hex dump ASCII -
HESCE4FE| 78 Bl SC BE 0B BE B8 88 B0 00 DB BE B8 B8 B8 08| HEd. ... ... ...
HESCE0EE| B8 B8 D8 B0 08 B8 B8 88 B0 00 DB BB B8 B8 B8 08| ... ... .eaeas
HESCEE1E| B8 B8 08 B0 08 B8 B8 88 B0 00 DB BB B8 B8 B8 08| ... ... . .ea0a.
HESCEE2E| B8 B8 08 B0 08 B8 B8 88 B0 00 DB BB B8 B8 B8 08| ... ... .eeeas
ARZCEEEZRI AR AR AR AR AR AR AR AR AR AR AR AR AR AR RE AR oo oo oo

No, this is what that another address. Again F9, they stopped

here:
. ES GLErHlBE |CALL DUEBIZ” 1.BBS1ESEE
EEEEVESF(] . CPEY @26CE28l MO DWORD PTR DS:[EDI],DUEALS™1.BRSSECH
_ BBEB?EGE_ S05E 54 LEA EEX,DWORD PTR DS:[ESI+E4]
We look into the window of the dump:
Address | Hex dump ASCII -

BEZCE4FS[EETEENSETEE 72 01 SC B8/ 68 08 00 60|80 80 08 o8| BREN-E<. ... ...
BEICSERS( BB BA B8 0P B0 B0 B0 B8 08 080 00 B0/ 88 B0 08 08| ... .c0ceeaains
BEICES1S( BE A BB BB BB BB BB BB BB BB BB BB B8 BE B0 BE| . cveiannnnnns

E I it n e Tal N Ty N R e ]

Yes, this i1s our address. We look into the window of the
registers:

Registers (FFPU]
ERX BE12F&CT
ECH BEICE4FC
EDX B83CA&aS5
EEX BEDDEEE1
ESF BH1ZF&IE

EEF @R1ZFAES
EEI

We see that into esi lies the normal unspoiled indicator. Let us
remove hardware of [brjak] from the indicator so that it would not

interfere.
Cormmanc gk j |

But now we will locate the code on F8 and follow the register of
esi. We see thls place:

BESEFEDD S9BE A4000Eal MOy DWORD PTR DO5: CESI+A4]1,EDI L

oeca7EES(| - FFIS 2804556 CALL DWORDCPTR OS:[4&kerne 12500 LEct Hodu LeHand LeA
BESEFEED]] . F9 STC

BESEFEEA(] « 4E DEC ESI

HESEFEEE|] «  B2F1 AOO OH, EL

oecErEED|| - 6% F4eESEEm |PUSH DUES131.0BSSEE74 ProcHamelrOrdinal
HESEFEFZ]] «  EH PUSH EH: [hﬂndule

HESEFEFS FF15 F402558| CALL OWORD PTR_DS:[<{&kernel32.( LGetProcAddress

This that still such after the call Of getModuleHandleA? Here,

that tells me my scant knowledge of [asma]: STC advances flag [S]F
in one, then DEC ESI decreases the indicator by th address by one e
interesting us!!! But are further generally no one not necessary



operations. Is similar this the again stolen iInstructions. As we
earlier substitute two bytes after the call APl of function by
9090. To [khe]! But indeed the following instructions did not
recognize! It leaves, that ASProtect of [sper] of here 4 bytes.
Now let us look to the logic of the work of program. The function
Of getModuleHandleA calculates [khendel] of necessary module,
unknown 4 bytes further go, into the stack is placed the indicator
to the name of function, then into the stack is placed [khendel]
obtained from GetModuleHandleA. However, that they could make
these 4 bytes, indeed in principle they here were not necessary!
Give [zabjom] by their nop®[ami] and the case is closed ©.

E’IE’IEE’I?EES 0 FF15 Z2E04556 I:FILL DUOROTPTR O5: [4kerne 13200 LEetMadu LeHand LR
HEEEFEER 9’3 HCIP

HESEFEER LS| HOF

HESEFEED el HOF

BESEFEED|| « &8 F46EESRE | PUSH DUEGE13Y1.BESS6ETY FrocHamelrdrdina
HESEFEFZ(] . 5@ FUSH ER: [hr’lndu le

poserers|| o FELs Fanassel CALEYBUDRDIPTRIDSSICHKERTEISRN L oot ProcAddre=s

We preserve changes and is discovered the preserved dump. We start
program and attempt to shut.

Process terminated, exit code [
All! We completely unpacked program! But there is one [bag].- 1
revealed him after [inlajn] of [patcha]. About it 1 will describe
in chapter about [inlajn] [patche].

As you understood, in this program I did not in vain give so much
attention to the stolen code after the calls APl of functions.
However, what this? But this nothing else but second VM Of
aSProtect™[a]-. 1 call its VM APl. You do not relate to it
disdainfully, since i1t emulates many commands. It can emulate even
call of function after call API!

You do remember the place, where we did replace 4 bytes with
nop"[ami]? It is so here there stolen:

Cmp of eax, edi

Jje O0507EFF

It is strong? In this VM is much more powerful the mechanism of
checking the integrity of the code. 1 began to write script on iIts
restoration, but thus far it far to [reliza]. Most frequently
ASProtect do not use this VM with the protection; therefore you
can never not meet with it. So in the program can be encountered
checkings to [raspakovannost] with the aid of the special macros.
Therefore 1 consider that ASProtect it is necessary to [patchit],
but not to unpack. So it is much safer. I never made [inlajn] of
[patch] (in me it was another technology, but not [loader]), but
in this version 1 i1t decided nevertheless to try.

We write [inlajn] of [patch].
After studying, a article Of alex"[a] about [inlajn] of [patch] OFf
aSProtect 2.0, 1 decided to make a little differently. Theory 1is
the same: ASProtect has multilayer structure, i.e., with the
starting it 1t unpacks i1ts body iIn parts into chosen for this
regions memory, which hampers its [propatchivanie]. In order to
[propatchit] program, it is necessary to follow ASProtect”[om]
into these regions of memory before the complete unpacking of
program, to and then [propatchit] and program. But complexity



consists also iIn the fact that the passages into the following
region of memory are encoded and are deciphered dynamically, iIn
proportion to the fulfillment of the code.
Let us begin from the fact that we will not search for place for
the arrangement of our [patcha]. Alex wrote that ASProtect cleans
the code On the Border of sections, moreover several times. Let us
consider this and will place the code between the end PE of title
and the beginning of the first section. Let us attempt to trace,
where occurs the first passage Of aSProtect"[a] into the chosen
memory. We place [brjak] on VirtualAlloc of [zhmjom] F9, we are
interrupted and we pass to the address of recovery.

BEE S HE SH EE FUSH &

FARE S 402 FF35 FEEz@@aEaa | CALL DWORD FTR S5: [EEF+3F&]
8985 CCAl@aaa | Moy OWoORD FPTR SS5:[EBP+1CCI,ERX

ARG S 4HE SBE30 EER4EEEE | MOU EBX,OWORD PTR S5: [EBP+40E]
BEG34 4B B3390 B0e48088 | ADD EEBX, DWORD PTR S5: [EBP+4601

BEHES44EA Eil FPUSH ER:
HEG344EBE =] PLUSH EE:
BESS44EC ES B4ala8a8 CALL FOMTEX"1.8856945C5
BEGI44C1 &H 48 PUSH 4@

EEES44CE( &2 EE10EBEE PUSH lo@@
pEE944C2|  FFBS 82848088 | PUSH SNDRD PTR 55: [EBP+4B82]

oA Ba
BEE94406]  FF9S FE@2aosa | CALL OWORDTFTR SS: [EEF+3FE]

Let us twist window we a little downward and see:
HES94ER2 =4 FUSH EEX

BESS4SHT 65 BES8E88a8 FUSH Saaa
BEG345HE &R @a PUSH &
BESS4SER 56 FLSH

ESI
BEES4EE 1 FF95 F48238068 | CALL OWORD PTR SS: [EEF+3F41
BEES4EEY| &8 DEEEEEEE PUSH &

BEES4ERC)  C3 RETH

Push O Is the passage into the chosen region of memory. Thus far
there 0, but if we a little [potrassirovat], then it is possible
to find the place, where the address of passage is written instead
of zero. Here is it:

HHE S35 L =13 FUF ESL
HALS4EFE SB45 B4 MO ERX, DWORD PTR DS: [ESI+41]
HESFG551 H3CTY HOO ERx, EOI

8935 CFAlaa@a | MOY DWORD PTRE SS5:[CEEBFP+1CY1.ERX
HAES4E29 8B5S EE MO ED:, DWORD PTR S55: [EEP+5E]
HESS4520C SB35 CF@laaaa | MOU ERX,DWORD PTR S5:[EEBP+1CF1]
HAES4E92 2942 ac MO OWORD PTR DOS: [EDX+C],ERR
HAGS94E95 2090 @A0R4EEAR | LEA EBX, DWORD PTR SS5: [CEEBP+4E07]
BeE34508| B3 PUSH EBN

It is here necessary to enter [dzhamp] to our [patch]. But in the
manner that this [dzhamp] will rub over the original code, then in
[patche] it is necessary to first carry out the rubbed over code,
to and then already [patchit] other addresses. It is reloaded
program and we pass to address 00694583 and it Is seen:

BEE94583|  SF ouTS DO, DWORD PTR ES: [EDI] I-0 command
BEE94524( AS MOUS QWORD PTR ES: CEDIY,.DWORD PTR DS:LE
BEE4585(  26:HB STOS DWORD PTR ES: [EDI]

EEE34557 [~ EI ZEESISEZ | JHP B3682AE4
BEE3455C| BB ESVSEF2S | MOU EBX, 28EFVEES
GLEEREN | [O2 T

However, where be divided the instructions, which we did see here
past time? But these are they and there i1s, only encoded are
deciphered by gradually several decoders.

Now there are two versions:

To enter so as Alex. To write [dekriptor], which will decipher
this code and 1T i1t deciphers correctly, then write [kriptor] and
encode by them our code, and then replace with them original. For
the application of this method it is necessary to find all
decoders of this code, to clean of the rubbish and to try to write
its decoder.



To find the code, which deciphers this place, to [perezagruzit]
program. To pass to the address of decoder and if there rubbish,
then find the decoder of this decoder,
our [patch]. And so until we find very fTirst decoder.

I selected the second version. We place [brjak] on address
00694583 to the record and start program.

otherwise enter passage to

HAE94523 &F auTsS O, DWORD PTR ES: [EODI] 140 command
BECS4524|  AS MOLE DWORD PTR ES: [EDIT, DWORD PTR DS:[E
Sgggiggg peT =) oTOS nWnDn DTD CC. FCMN '|
BAGS4EEE Backup ’
BAES4ET1 Copy 3
HAES4E592 FECEES241,ESP
ARES4E3T Binary 3
HASI4597 ESASA]
BEEI4ETF | - Assemble Space
HAE245R4 -E41] Modif ication of «
BEEI4EAF Label B 151, 0H
HAEI4ERA , 2CEZ2869]
GRS 345AF | - Carnment ;
SSES&EEQ Breakpoint Toggle Fz
i Run trace »  Conditional Shift+F2
Rl Zonditional log Shift+F4
Sgggjggg Mew origin here Chrl+GEray * )
Run ko selection F4

BEESIECA Ga ko b
el |

i 3
e Fallow in Durnp Memary, on access
BAc34501 Memary, on wrike
ARES4ENE anrthnr Lo

We are interrupted in

We harvest F8 and we

this place:

SFB413
EEEZ41E0]  &5:BS 1B4E
BEc94161 S5 8109 414
pEes4les)  S1EA S29BAALA
BEce41eC(  88C1 FC
EEes41leF(  S1C2 FESBAALA
EEE9417E( S1CE ASESEZEC
BEe241vE(  S1FA SCFEFFFF
AEES4181 |~ BFES 19088EEE
EEE94127( S1E9 BEDEEEZC
BEs24180)~ EF 1FOD0EEE
BEe94192(~ YE DF

FOF DWORD PTR DOS: CEEX+EDN]
MOW [, 4E1E

OR Cx, 1454

SUE ED, 1AAARSESZ

AOD CL,B8FC

ADD_EDG, 1ARAZETE

OF_ERX, BCEZESHE

CHP EDN, —7Ed
JHE FOMTEX™ 1. ARE41AE

SUE ECHk, 2ZCEBDEGEE

JHP FOMTER" 1. BREI41E1

JLE SHORT FOWTER™1.88594173

look that with address 00694583:

Address |Hex dump Dizassembly Comrent -
BEES4533 &F OuTS O, DWORD PTR ES:CEDI] I40 comma
BEE94554 RS MOUS DWORD PTR ES: CEDIT,DWORD PTR DS:[E

HEES4535 aF e Unknown o
BEEI4ESE 2180 C14E6DFZ | OR DWORD PTR SS5:CEBF+F2E04ECL], ECH

BHEES4530 40 OEC EBP

BHEES4520 51 FUSH

HEES453E FFEF C177E34F |LCEC DNDRD FTR DS: [EDI+4FBEEYYC1]

BEES4594 CO 4C IMT 4C

HEEI4596 95 ACHGS ERX, EBP

BEE4597F 84CE TEST CH,HAL

BAS24599 )« F7 37 JA SHORT FONTEH™1.@6594502

BEES459E SAEF 77 CHF CH EYTE FTR DS5:[EDI+77]

BEEI459E 59 FOF ECH

Command|d 00694583

j D address — Dump at address

As is evident the code is not yet decoded therefore again we
harvest F9. And again we are interrupted on the same address.

Again we harvest F8 and we

Well,

look that with address 00694583:

Address |Hex dump Disassembly Comment
BHES4533 [=Fd FOF ES Modific
BHEHE 4554 4c DEC ESF
BEE94E85|  8F 77T Uriknown
then still not [raskriptovalis] instructions to the end,
again we harvest F9. We are interrupted here:
[ala el o ) ] =12 LY S = HUU EH, ¢
8911 MO OWORD PTR DOS5:LCECK],EDH
RSS2 1EH &8 F143CF20 FUSH 2DCF43F1
BEES4215 =3 FOF EDI
BEES21E S3E9 B3 SUB ECH. 2
BEES4219 EF BAAZAARZS HMou EDI, 2E5RAAZEA
HEES421E 49 OEC ECH
BEES421F SBFH HMOoUu EDI,ED
BEES4221 OEC ERX
BEES4222 [« EFSE BEEBBBEE JHE FOMTEX™1. BESI423E
BEGS4228 Mo

BEEI422E ]~ E9 188@8888

SI,CH
FOMTEX™ 1. BE&94242

F8 and we look that with the address interesting. Not it is

[raskriptovan]? Again F9, F8. And so until

instructions on address



00694583 are restored. After the fulfillment of [instuktsii] of

mov in this place:

EEe942638( 2103 19ABEEEF | ADD EBEX, FEEABLD

CHEDG2EE| 2918 MOU OWORD PTR O5: [EAX],EEX
EF &z&Cz254E How EDI, 4B25ECE52

21E2 BBYEECEZ | SUB ERAX, 26CTEER

&&:BA_DCOS HMOL D, BOSOC

§1CA ACTEGCAS | ADD EAN, SECTEA

FONTEZ"1, 88694399
BEEZ422H(  CB 618647 EMTER S&&1,47

BEE3432E(~ 74 9D JE SHDHT FONTEX" 1, BRE94220
BEE342390 12E3 AOC _AH,EB

LOOPDNE SHDHT FOMTEX" 1. BE&24320

We see that th instructions on address 00694583 e interesting us
are completely [raskriptovany]:

BEE242FE
BEE3427E
BEE3427F
HEEI4385 ) EF 18000EEE JHP

Address |Hex dump Dizassembly Comrent -
BHES4553 89585 CvValaaas |HMOU OWORD FTR S5: [EBP+1CY1,ERX =
BEREI4E59 SESE EB MO EDX, OWORD FPTR S5: CEEP+SE] ||
BEES4E50 SESE CvVEl@s@a | MO ERX,OWORD PTR S55: CEEP+1CY]

BHEHES4E92 8942 BEC MOY OWORD PTR DS: CEDW+C],ERX

HEES4E9E 8090 @hE4@8688 |LER EEX,OWORD PTR S5: CEEP+4@0]

BEHES4E9E E3 FUSH EEX

AEES459C &M B8 FUSH &

BEHES4E9E SH BB FUSH @

BEES4ERE &H 81 FUSH 1

BEES4ERZ 57 FUSH EDOI

BEES4EAS SESE 82 MOU EEX,OWORD PTR DS: [ESI+2]

BEESAERE BI0F AOO EB:,EDI

BEOEI4EAS 53 FUSH EEX |

Cnmmantld Q0FI4583 j |D address — Dump at addrass
It leaves, that decoder with address 0069436E latter and after it
it Is possible to [patchit] the code with address 00694583. By
[perezapustim] program let us pass to the address of the last
decoder:

BREI43EE|  32CE WOR AL

BES3437E [~ 76 IC JEE SHDRT FOMTEX" 1. BE&2432E
BEEa4372( D& SALC

BAE34372( D6 SALC

Baca43v4( C2 FBEZ RETH 527E

BEEI437F AC
We see that the instructions of decoder are also [poshifrovany]
and are deciphered by another decoder. On the whole we repeat all
previous actions, until decoder deciphers. Then we pass to the
address of the decoder, which deciphers this decoder even we look,
that there. ITf bytes are there [poshifrovany], we again repeat all
actions until we reach the decoder, which not is [pokriptovan] iIn
the packed program. In me this chain of the decoders (in this
sequence they they decipher each other) came out:
69415A - > 69420E - > 6942D 3-> 69436E - > 694583.

Loos BYTE PTR DS:[ESI]

It is now necessary to study the first decoder and to find in it
such place, with passage of which the following decoder will be

already [raskriptovan]. This is how the first decoder appears:
epea41sA| BFedl3 T |FOP DWORD TR O5:[EBX+EOX]
HEG34150 coiB2 1B4E Mo HK 4818
BEE94161 E5151C9 &414 OR C¥

BEE941cs|  S1ER S829BAALA | SUB EDX 1HHH9882

GasS41eC( 88Cl FC ADO CL, BFC

GEe941eF(  21C2 FESBAALA | ADD EDX 1ARASETE

BEE54175|  S10S REESRZBC |OR EAX, BCEZESAS

BEE3417E|  S1FR 9CFSFFFF |CHMP EDW,-764

HEGS4151 )~ BFEE 196888880 | JHE FOMTEX"™1.B05941AE8
EEE94157(  B1E9 AEDAAEZC | SUE ECH, 2CEBOBEEA

BEG24150) -~ EF 1FO0EEEE JHMP FOMTEX™ 1. 88594 1E1
BAE94192(~ FE DF JLE SHORT FOMTEX"1.B8534173
ARE94194 2T FR SR Al AFE

A little [potrassirovav] it i1t is possible to understand, that
this is cycle, and that after working out it will pass to
00694187. It means with this address necessary to place jmp on our
[patch]. Since this jmp will rub over the command of sub of ecx,
2c0OBD0O00 i.e. will have to carry out in our [patche], then to
[propatchit] the following decoder and to pass to address 0069418D
for continuing the normal operation of program. | decided not to
[patchit] this code statically (i.e. immediately in the packed




file), but to [propatchit] only with the starting of program. Will

look as begins the work Of aSProtect:

&3 Bl406968 FUSH FOMTEX™1.BEc946861
B4 ] HEE Eg B1EEEEEE EE%h FONTEX™ 1. B84E186E

BE40 1868 CS RETH
Ba46 1a6c HEHGE_ERH, EBY

With address 00401000 it will bring in into the stack address
00694001. Through this address is located the body of
[raspakovshchika]. ITf we will replace this address by the address
of our [patcha], then ASProtect with the starting immediately will
pass to our [patch]! Now let us calculate the address of our
[patcha]. As 1 already spoke write him will be between the end PE
of title and beginning of the first section. Let us open the map
of memory even we see that PE the title begins with 00400000, and
the beginning of the first section with 00401000:

BE4EBEEE | BEEE]1E0E| FONTER" 1 FE header Imag R RUE
BEdE 1 HEE | BE15CE0E | FOMTEX"™ 1 code Imag| R RUWE
AESE0EEA| BERSEE0A| FOMTEX"™ 1 data Imag| R RUWE
BESESEEE | 88818606 FOMTEX" 1 Imag| R RWE
BASCEEEE | Baa01888) FOMTEX 1| . rsrc CESONTTES Imag| R RWE
BEGI4EEE | BEE380E| FOMNTEX" 1| .data imports, el Imag| R RWE
BESCOEEE | B88616808| FONTEX™1 | . adata Inag R RNE
BECOEEEE | BEEE4EEE R E

In the command line we drive iInto d 00400000 and we see:

| Bddress |Hex dump ASCII

FE4EE0R0E| 40 G 90 06 02 00 00 05 04 OO0 OB G0 FF FF G0 00| FCF.%...%... ..
GE4GEEA1G| B DO BR DR B0 G0 GO GF 46 G OB OO DO BO GO 6B J....... Brvnnnns
GE4EEAZ6| B3 BB B B8 60 BE G0 OF G5 OO0 08 B0 B0 B0 BE G| ... s.eeeeesens
GE4EEAZE| BE BB B DA 00 00 G0 OF G0 OO 00 B0 23 B1 B8 B v...es..e. ..
BE4EE646( BE 1IF BA BE| B8 B4 69 CD|21 BS &1 4C CD 21 54 62| A¥|A.. —*aaL—wh
BE4ERECE( 65 73 2@ 7B T2 EF &7 re 61 60 2B 63 E1 EE E F| iz program canno
1T e S T Y ] = = N Y S A Y e = D T S 1 S S R A Y= T O O o

Cnmmantid 400000 j|

This PE the title of in the form hexadecimal dump. In OllyDbg it
is possible to look PE title in the more convenient idea. For this
let us point out to diagnostic routine that this PE title.

Disassemble

Special
Address |Hex dump -
GRAEEE00| 40 5H 98 B0 0 00 B8 @ APpearance L T
AEAEEE10| BG B8 @8 B0 00 BE BB Sorrrr— T I T

HE4EEEZH) BB B8 BE B3 B8 00 B8 BB 00 B8 BE 00 88 B0 B8 BB ... ... 00eieeean
FE4AEEAZE | B8 B8 B8 B0 0B B8 B8 B8 B0 00 OB B0 28 @1 B8 88| ... ... ... ...

GE4EE640)  BE IF BR BE 88 B4 @9 CD 21 B2 81 40 CD 21 54 65| RY|[A.4. —*ﬂEL—'Th
BE4EEEEGE) 63 73 28 7R P2 6F 67 F2 61 60 2@ &2/ 61 6E &6E &F| is program canno) W

Cnmmantid 400000 J |
Well here, everything was converted into the special structures:

| Address | Hex dump | Data | Comment ;l

HA4EREEA 40 EA ASCII "HMZ™ 005 EXE Signature

B EREE SEEE Ol EEsE OO5_PartFPag = 98 (144.] |-

HE40REE4 B3Ea Ol BEEs O0%_FPageCnt = 2

B EREEE BiEEE Ol EEEE O0%_ReloCnt = @

BE400E62 B48a Ol BEEg D05 _HdrSize = 4

BE4GEE0R|  DEEE Dl BEEE DOS_HinMem = @___ x|

As you certainly know that the last structures PE of title are the
descriptions of sections. We search for the descriptions of the
sections (we twist window downward):

Address |Hex dump Data Comment ;I
B EE2ER BEEE [T HumberOfRe locat ions = B

HE4ER2ER BaEa OUl BEEa HumberOfL ineMumbers =

B ERZES AEEEHEER OO0 EBE@&E48 Characteristics = IHITIHLIZED OA
BE4EE2ES 2E 61 &4 & ASCII ".adata™ SECTION

BE4EEZFE BiE 1 BREEE OO BEEE18a8 VirtualSize = 1888 [ 4E9E5., ]

BE4EEZF 4 BEDEZCEE OO B@zchaas DirtualAddress = 2CO88E __J
BE4ERZFS BEEEREEE OO BEEaaEaEaE Size0fRawbata = @

BE4ERZFC BEBC 1 BEE8 OO &E8l8ECcas FointerToRawData = 18BCAA

BEERZEE BEEEREEE OO BEEEEaEaEaE FointerToRe locat ions = B

BEERZES BEEEREEE OO0 BEEEEaEaaE FointerTol ineMumbers = B

BE4ERZES BEEE oW EEEE HumberOfRe locat ions = B

BE4ERZER BEEE oW EEEa HumberOfL ineMumbers = @

BE4ERIEC 4EREREER OO EBEBEa48 Characteristics = IMITIALIZED_OA
BEERS1E [5]5] OE &

BE4EE311 [5]5] OE @&

BE4ERS 12 [5]5] OE &&

ARARRDIID [Elr] [l = T




We see that after the address of 0040030[S] the description of
sections conclude and begin zero. | decided to write [patch] from
address 00400350, suddenly he will be required to write any data
(name of user for example ©). Let us approach. The beginning OFf

aSProtect"[a] let us change thus:

Ba4E1BEE| &2 SBE34EEE FUSH FOBFES™ 1., BE4EEIEE 44—
pE4glaEs(  ES Blepaass CALL FOBFS3™1.084818688
BE4E18E0 RETH
pa45188E( C3 RETH
Ga4E1aac) 93 WCHG ERX, EBX

Now let us pass to address 00400350. Here we should [propatchit]
the first decoder. Let us write for this

MOV BYTE PTR DS:[694187], OE9.

This command will prescribe with the address 00694187 [opkod] of
the instruction of jmp. It is further necessary to enter after
[dzhampa] the address, to which ASProtect will pass after the
decoding of the second decoder. Thus far, that we do not have
function, whose address must be entered; therefore let us enter
for the moment any value MOV DWORD PTR DS:[694188], 40404040 after
this it Is necessary to pass to that address, where ASProtect
would pass, if we did not change its beginning. We recall what
address 1t was after the command of push we at first and write
WITH JMP 00694001. It is now necessary to write the function, to
which will pass ASProtect after the decoding of the second
decoder. You do remember that the command of sub of ecx, 2cOBDO0O
will be rubbed over by [dzhampom]? Therefore let us carry out
first it, and then let us return to the decoder. All this let us
write after JMP 00694001:

R4 ERIEE CEES 27416988 ED Moy BYTE PTR D5: [694187],8ES
Cras 29894169688 404046848 | MOU DWORD PTR DOS5: [&24182], 464684840
SS:SS%E% - E9 9B3C2268 JMP FOBFSS™ 1. BEs9460]1

L)
o

21E? BE0BCEZC SUEB ECH, ZCEBEDBOG
BE4EA3EC| - E9 1C3EZ900 JMP FOBFSZ™1. 88694150

Now we know the address of the following function of our [patcha]
(00400366) and we can enter him instead of 40404040 with address
00400357 but not all so simply. It is there necessary to enter
displacement relative to address 00694187. You will look as it
appears jmp 0069418D to 0040036[S]:

E9 1C3E2900. E9 — this [opkod] of [dzhampa], and 1C3E2900 (in the
machine idea) = of 00293E1C (in the human) = 0069418D-0040036C-
shch. I.e. this nothing else but displacement. In order not to
suffer and not to calculate these displacement let us pass to
address 694187, let us enter there jmp 00400366

{G0524178|  B1FR SCFEEFEF CHMP EDN,—red
{G0524121 |~ BFES 1oBOGEEE JHZ FOBFSS® 1. @694 106
{oe594127| S1ES PADREEZC SUE ECH, 2CHEDREE
J60254150(~ B9 1FPRBRGE JHP FOBFSZ"1.BE5941E1
Jomesiize| < 7E OF A L et o)
e Assemble at 00694187 x|
{oocaiise| o5t ™
d055415c|  CaAD EzFssiDe IJ'“I-'I 88488366 j
Joeso41p2| 48
Boeodlnd|v 75 64 '
| 50e341me|~ ES 49FFFFFF W Fill with MOP's I
pRca41nE|  OF Azzemble Cancel I

and let us look as [OILi] it assembled the command:
MEES3 121 |~ MEghS 19EEEAL JME FUMESSET 1. MEEYG 1HE
BEE94187 | - E9 DAC10&FF JHP FOBFEZ™ 1. BE4EEIEE

BREI4150 MOF
BEE24180( E9 1FBEEEER JHP FOBFEZ™ 1. 80694 1E1

Well 1t is here and there is necessary displacement. Let us enter
it instead of 40404040 (to enter necessary in “human” idea! FFD6C1
DA why thus? [lzuchi] the basics of assembler). Well here we
already have a beginning of [patcha]:




HE4EAIEY

BA4EE351

HE4ARIEE

HE4ARIEC
After the second
will fall

CEBS 274169@@ E9 HMOL BYTE PTR DS: [E94187]1,0E9

Cres 88416988 DAC1DEFF HDU DWORD FTR DS: E694188] FFOEC10A
- E9 2B3CZ908 F FOBFE3"1.BE5948E81

21E9 BEDEEEZC SUB ECX, 2ZCEEDREG
- E9 1C3EZ908 JHF FOBFES" 1. BRES41E0

decoder will be completely decoded ASProtect it

into the function with address 00400366, where the

rubbed over command will be carried out and control will pass
again to the decoder (well this only thus far we we will not find

the place, where

it is possible to [propatchit] the second

decoder.). We place [brjak] on0040036Cand start program. They

interrupted,

it means the second decoder it is deciphered. Let us

look how it appears:

BEE942HE
BEEI4210
BEE34215
BEEI4216
BEc34219
BEE421E
BEEI421F
BEeI4221
BEED4222 [
BEI4225
BEEI42Z2E
BEE34230

[PotraSS|rovav]

finalizing control will pass to address 00694228,

EEFH MO OlioRD PTR O5: [ECH], EDX

&2 F143CF20 PUSH 20CF432F

5F POP EDI

S3ET B2 SUB ECH, 3

EF BRAASAAZE HMow EDI, 25AARSEA

49 OEC ECH

2BFA HMOU EDI, EDX

48 OEC EHR:

BF 25 BEOREEEE JHE FOBFEE™1. BREI4236

&5 3BF1 MOW ST, CH

E9 128680084 JMP FOBFSS™ 1. BR534248

26137 ARA_ e

we understand, that this again cycle and after
It means instead

of [dzhampa] with address0040036Cnecessary to write commands,
[propatchivajushchie] instructions on address 00694228. But after

them to carry out the instruction of mov si,

cx, to [propatchit]

the third decoder and to return the secondly. To more shortly
repeat all that the fact that they made with the previous decoder.
In me this code came out:

BE4EEIET
BE4EE3c1 (-
BE4EE305
BE4EE3EC
BE46E373
BE46E370 (-
BE4EE352
BE4EE385 (-

Cels Sr41e9@@ ET ML BYTE PTR DS:[E941571,0E2

Cres 22416988 DACIDEFF | MOW DWORD FTR DS: [694188] FFDEC10A
E2 9B3CZ29E0 JHP FOEFS3Y 1, BEC9468E]1

21E9 BODBEEZC SUE ECH, ZCEBDEGEE

CeBS 25426908 EI MOU BYTE FTR DSz [6942281, AED

Cres 29426908 SECiDeFF | MOW DWORD FTR DS: [694229] FFDEC1EE
ES BE3EZ%E0 JHP FOEFE3™ 1, BEE94120

62 8BF1 MOU ST,CH

E2 BEZEZ%@0 JHP FOEFE3™ 1. BE694243

Further we repeat everything. We place [brjak] on 00400385 F9 they

interrupted. The

third decoder is deciphered. We look, that there:

BEETAZ0D
BAEI4Z0E
BAE9420S
BRE34200
BRLI4ZER
BAGI4ZEE
BRLI4ZET
BALI4ZES
BRLI42ED
BAGI4ZEE
BALI4ZF 4|
BREI42FA
BALI4ZFF

SFB43E FOF OWORD FTR D5S: CEEX+EDI]
ES 21 ML CH, 21

EA_BZDA4DEZ MOU- EQ, 6240D0ARE2

S3EF 81 SUB EDI, 1

S1Ez FESEF474 AHD EDH.?4F45E?5

4F DEC

4F DEC EDI

4F DEC

EE F1leC3952 Mo ESI E239:CF1

S1FF ECF3FFFF CHP EDI,-61

BFSS_SAFFFFFF
BR 62545E0R

4
JHZ FOBFSS” 1. BRcadess
Mo EDX BRASES4E2

Entire also the very upon transfer to 006942FA the fourth decoder

will be completely decoded.

themselves:

AE4EEIE] | -
BE4EEI5E
BE4EEIED
BE4EE3 72
BE4EE370| -
R4 EE2E2

BE4EEIEC

We repeat. We place [brjak] on 004003A0 and start program.

EZ SE3CZ29@A
S1E9 BBDEBEZC

CE@E 224269600 E
CVPes 29426908 SEC10EFF

ES BE3IEZ28Q
&5 3BF1
CEES FR426960

JHMP FORFES™ 1 . BEGS46E]

SUEB ECH, 2ZCEEBDEDG

HOU EYTE FTR DS [&94z228],BES

MOU DWORD PTR O5: E694229] FFO&C1EE
JHP FOBFSS™ 1. 88594180

MOW ST,CH

HOU E¥TE PTR DS: [&242FA], BES

I think and here you will manage

CVYES FB4Z26900 BEEBDGFF HMOW DWORD FPTR DS: [6942FB] FFDECE3C
E2 HOZEZ2688 JHP FOEFE3™ 1. BEE94248

ERA &2548EBA HMOW EDw, BHSEE4L2

EZ SA3Fz2268 JFP FORFEE" 1. BRE342FF

The

fourth decoder is deciphered. We look that there:



BEES43EE] 8918 MOL OWORD PTR _DOS: CEAXI, EEX
BEE9437E(  BF _&26C254B Mo EDI, 4B256CE2

BES9427E( 21ER BBFESCHI SUE ER, 3ECTYEES

BEE942YE(  &6:BA_DCODS Moy DX, B0S0C

BES9427F( 2108 ACFESCH3 ADD ER, 2ECTEAC

BEG24355 )« B9 100BEEEE JMP_FOBFSST 1, ARE94390
BEEI42ZEA(  CE 618647 ENTER S6&1,47

BEEI4IZE(~ V4 90 JE SHDRT FOBFSE" 1, BAGI4220
BEEI42396 12E3 ROC

BEE942392(~ EB 99 LDDPDHE SHDRT FOBFZ2" 1. BEc94320
BEE242394(  SE FOF ESI

BAE34395(  3F AAS

BEE9439:(  @C 55 OR AL,ES

BEE94292( &R BB PLSH SE

BEE942390( S3EE 81 SUB ESIL1

HEE24390) ~ AFE5S SEAEEEER JNZ FOBFES™ 1. BAGo4303
BEGI43AS - -BF 2 1FBEEEED JB FOBFSZ"1.BEc94308 b A—
BEE942AT( | 62 DIAS1EG3 FUSH &21&6RAS03 h
BEES4ZHE( | EE 123088800 EHLL FOBFEZ"1.BB5943CE
BEEI43E3( | 2F

Bac943E4( | 3C CE EHP AL, BCE

BEE34 2B 1R4E 28 SBE CL, BVTE PTR D5: [EBX+22]
BAEI43E3( | 41 INC EC

BEE943EA( | EE 27 ouT 27, HL \,
BRE242EC( | D4 7D AAM 7D -~
BEEI43IEE(~| V2 C3 JB SHORT FOBFE3"1.88594383 |
BRE943CE( | 48 INC ERX

BEE943C1 (~) 72 BE JHS SHDRT FOBFE3™ 1. BEc94351
BREI43C3 1F FOF

BEE343C4( | 6C INS BVTE FTR ES [EDIT, DO
BEE943CE( | 35 S9SRE9LF WOR ER, IFE9EH

BEE942CA(  DEBE AOD EYTE FTR DS [EAX1. AL
Bass423CCl palvY AOD BYTE PTR OS:CEOTI.0L

But here here increasingly more complex. Cycle after finalizing
will pass to the address of 006943A3 but as it is seen the there
conditional jump, which it did not be desirable [ba] to rub over,
since 1t it i1s sufficiently complicated to carry out iIn [patche]
(in the plan of the size of [patcha]). Well it is good. Then it is
possible to rub over the following command (although known will
not be carried out the conditional jump or not). But here here
that exactly and problem. The fact is that this last decoder will
be decoded not to the end and deciphers not only the code, which
to us 1s necessary, but also i1tself. All which is located below
address of 006943A3 encoded it will decipher only during the work
of this decoder. Then we make thus. Let us replace this passage to
our, and in the function of our [patcha], to which will pass
ASProtect after the interpretation of th code e interesting us we
let us restore this conditional [dzhamp] let us return to it.

BE4662370(- E9 BESEZ980 JHP FOEFES™ 1. 88694120
BE4EE382(  &6:8BF1 Mow 51, CH
BE4EE2E5|  CeBS FR426988 EI Moy BYTE PTR DS: [6942FA1, BES
pE4EE2EC|  CYAS FB42698@ 9CCB0SFF | MOW DWORD PTR DS: [6942FE], FFDECASC
BE4EE396 (- EY ADSEZ980 JHP FOEFE3™ 1. BB694248
BE4EE22E(  BA_S2E48EBR HMaL EDv, BHSEE4E2
EE4EE2AE|  CeBS AZ4289088 EI Moy BYTE PTR DS: [6943A3]1,EE2
BE4EE2HY| CPAS A4426988 GECBDSFF | MOW DWORD PTR DS: [6943A4 1, FFDECAEE
BE4EE3E]1 (- E9 493F2980 JHP FOEFE3SY 1. BEE942FF
BE4EEZEE | CEeBS AS4236908 OF Moy BYTE PTR DS: [6943A31, 6F
HEA4AESED|  CPAS A443698@ SZ21FREEE |MOW OWORD PTR DS5:C&943A41, 1F82

- EZ DOF3F2280 JHP FOBFSZ™ 1. BAE943A3

We place [brjak] on 004003C7 and start program. Everything! The
interesting us code with address 00694581 is completely
[raskriptovan], the thanks to you industrious decoders,
[propatchivat] it we will be thus:

To
BEE94521 A3C7 ADO ERX,EOT
HES94ESS 289285 CYalaama | MOU DWORD PTR S5: [EEP+1CF1,ERX
BEES4E29 2EEE CE MO EDX, DWORD PTR SS: [EEP+EE]
HESS4ESC S8B2E CYal@aaa | MO ERR, OWORD PTR SS5: [EEP+1CF]
BEES4E92 2942 ac MOV DWORD PTR DS:[EDX+C]1,ERR
HES94E95 2090 @De4EaA8 | LEA EBX,OWORD PTR SS: CEEP+4E0]

Afterward

AEE94581 BA EVE348688 MOL EDX,FOBFS2™ 1. BE4E83ET
ABE94E25 FFOZ2 CALL EDX
HEES4E22 ) HOP
ABE94529 SBEE BB MOW EDX,DWORD PTR S5: [EBF+SE]
BRES4E20 2EB25 CYel@aaa | MOU ERX,DWORD PTR S5: [EEP+1CYF1]
AEE94E92 2942 ac MOL OWORD PTR DS: CEDX+C],ERX

Why thus? First of all you will look to [opkod] of the command
mov of edx, 004003E7.



You do see? BA of —
address without any
cause function with
method is good even
instruction of call

of [opkod] of mov of edx, and further goes
displacement (in
the address, which
and fact that with the fulfillment of the

in the stack there will be the address of the

“machine” idea). Then we
is located into edx. This

recovery, to which we can pass, after carrying out, the

instruction of ret. Why then we earlier did not use this method?
But you will look, how many bytes it occupies. Thus far we have
each byte on the calculation. The register of edx | used because
further i1t it is rerecorded By aSProtect®[om]. We finish writing

[patch]:

BA4HAIES
BE4EE32C
BR4EEIE
BE4EE39E
BA4EE2AG
BE4EEIHT
BE4E03E1
BE4EE23EC
BE4EE3ED
BE4EEICT
BE4EEICE
BE460202

CERE FR426988 ET

CVES FE426900
E9 ADZEZ2EE
EA_&25435E6H
C&BS AZ4236900
CVES A4436900
E2 493Fz260

CelS A3426908 OF

CvVes A4436280

Cels 21456908 BA

CrES 22456900
CrES 28456900

SCCEDEFF

E2
BECHDEFF

52 1FaEaa

EvE34aeEa
FFDZ2982E

EYTE PTR D5:[&942FA1, BES

OWORD PTR D5: [E942FE], FFOGCEIC
FOBFE2" 1. BES4242

EDi, BASES4E2

BYTE PTR DS:[5943A21, BED

DWORD FTR _DS: E6943H4] FFDECEEE
FOBFSS” 1. 8B5942FF

EYTE PTR DS:[&9423A3], 6F

DWORD FTR_DS: [&243A41, IFS2
EYTE PTR DS:[&9458117, BER

OWORD PTR D5: (6945521, FORFSS 1.
DWORD FTR _DOS: [E94536], SB0D2FF

BE4BE3ET

[EEELTESE] - E2 BCIFZ29EE JHP FDEFES”l BEEI43A3

BA4HAZETY| B3CY AOO EAX,E

BE4AEEZED| 3985 CYElEaEa Mo DNDRD PTR S5: [EBP+1CY1, EAK
BA4EEZEF| C2 RETH

You will memorize, that to before return to the body Of
aSProtect™"[a] in the register of eax iIs located the address of
that isolated to [oboasti] memory, where will pass ASProtect and
this key place, after which ASProtect will work only in the chosen
memory. You will memorize this number! [Potrassiruem], until we
see here this code-

L L P P i LYLUN I UL i PP RRTTTRTEV I R PP N EETI, . PR R

GaceiGrs| B8 beSbooom PUSH ZBa@@

BACE1EFS GH i} FUSH &

BACES1EFA FUSH ERX

BACE18FE FF95 vO294488 | CALL DWORD PTR SS: CEEF+442970] VirtualFree
BACE11E]1 SDBE LEA_ECk,DWORD FTR DS: [ESI]

BacellEz( 8551 2C TEST DWORD PTR DS: [ECK+2C], EOX

BECEL1EG( 44 IMC ESF

BACE11E7( @7 FOF ES Modification ¢
BACE11Es( 5@ FUSH ERX

BECE1183|  C3 RETH

We see that after the call Of virtualFree Of aSPr again somewhere
it passes and (here [khitrjuga]!) instructions after the address
of O0C610FB are encoded and are deciphered not long before the
fulfillment. It means necessarily to cause our [patch] in such
place, where these instructions are already deciphered. To me they
were pleased to instruction, that they are carried out before the
instruction of call.

But as to us them to [propatchit]? Indeed this region to memory is
allotted dynamically. You do remember, 1 did request to memorize
value from the register of eax? With the aid of this address we
will be able to [propatchit] the interesting us instructions. Let
us calculate the displacement of data of instructions relative to
address from eax. 00C610F of 3-00C61000=F3. Let us write our

[patch].
HE4EE3IES | - E9 BCIFZIGE JHP FDBFES”l BEG3423HS
BE4EESET BICTY AOO E
HE4EE3ED 82935 Croleaas | Mo DNDRD PTR 55:[EBP+1CF1, ERX
BA4EESEF g3cz 22 OO0 EDx, 22
=] CESE Fom@mesa |MOU EYTE PTR 05: CEAR+F31, 8BS

R ZF 3
BE4EEIFF

29908 F4000068 DWORD PTR _DS: CEAX+F4]1, EDN

E%:C?SB Faanaa HNDRD FTR D5:[EAs+F2].001FF

BE4EE4E3 ETI
BE4EE4E3( BB FPOF EBX
BE4EE4E0 68 BBSBBBBE PUSH 2068
BE4EE4EF FPUSH &

BEdEE411 JHMP EB:
We place [brjak] on 00400411 and start program. We are interrupted

and look at the deciphered instructions.



HHULE LEEL Shoo CDOFGGEE | IOy EHA, HUUED F IR DD LEBF+HYSs30h ]
BECG1EFS B9 83844000 HMOL B, 4a6463
HEACS1EFS FFO1 CALL ECH
15| FUSH ER:
HECS1EFE FF25 vDE94480 | CALL DWORD FTR SS5:CEEP+4429¢01
BECE11E]1 2035 512C4488 |LEA ERX,DOWORD PTR S55: [EBP+442C51]
BECS1187 =1E] FUSH ERX
BECG11E8S c3 RETH
BECE11E9 js]s]s1s] AOO BYTE PTR DOS:[CEAXI,. AL
HACS118E Baaa AOD EYTE PTR DO5: [ERX], AL
BECE11E0 j]s]s]e] AODO BYTE PTR DS:[CEAXI,.AL
aacciior| 48 BEERS

Passage is accompllshed “to the address, which is located into eax,
and here into eax this value falls from ebp+442C51. I can
certainly not rights, but I am not confident, that the number of
442C51 is constant, and is not generated each time (or each) anew.
Therefore iIn order not to risk, let us replace the instruction of
retn by the passage into our [patch], but in [patche] let us
restore everything in the place (since we will rub over
instructions after the instruction of retn) and let us carry out
the instruction of retn in i1ts [patche]. We finish writing

[patch].

EE4EEZED | 2935 CY@lessa | Moy DWORD PTR SS5: [EEFP+1CY1,ERX
BA4EE3EF(  83C2 22 ROD EDw, =22

EE4EEZFZ( CeSB F3@@E0Ea | Moy BYTE PTR DS: CERAX+F3],BB9
EE4EEZES | 2990 F4888088 | M0 DWORD FPTR DS: CERW+F41,EDH
EE4EEZFE | &6:CFPEE FoBE@E MOY WORD PTR DS: CERX+F2]1,801FF
Ga4Ea4E3( C3 RETH

ga4oa4E3(  83C1 1A ADD ECH, 1A

GE4EE4EC( Ced3 B? EE MO BYTE PTR D5:[CEBX+7],0BE
BaR4EE416E(  294B HMOU DWORD TR D5: CEEX+E1,ECH
BE4EE413 66 C?43 BC FFO) HOW NDHD PTR DS: LEER+C1, BOFF
BE4EE419 FOF EEX

Ba46E4 10 68 EBSBBBBB PUSH 2068

Ba4064 1F PUSH &

BE4EE421 FFES JHP EEx

BE4EE423 FOF ER:

BE4EE424 C?4B F2 C3@@ed MOW DWORD PTR DS:[ERAX-71,8C3
BA4EE42E 66 Cr4d FE @o@ MOU WORD FTR O%: [EAR-21, &
BE4EE431 RETH

We place [brjak] on 00400431 and will neglect program. They

interrupted, we harvest F8 and fall into the program.
HACE ] 2EE HEEA AOO BYTE PTR DS: [EAX

BECE 12380 889D EEZA44EE
BECE1212(  @BD

EEX
BECETIZ1E] -~ 74 BH JE SHORT mecs1sz1
BECE1217 SEEZS MOW ERX, OWORD PTR DS: CEER]

[Elelpl=g k=) K=] O7oOC COdnAAGaG | wrue nl-IﬂDI'l DTD CC.FCODAAADACST OO

Now we twist window downward in search of the instruction of
and at the sufficiently large removal we see:

HoL EE, DWORD FTR SS [EBP+442H55]
OF EEX,

retn

LB LoPH R Iy LNURY FIR Lo LEDLHLE L, EHA
BECE 1590 2208 14 HOD EZI, 14

BECE 15D SB95 DE38440@ | MOV EDK, DWORD PTR S5: [EEP+4438031
BECE1ERE |~ ES EBFEFFFF JHP BECE]L 496

BACE15HE SB35 sE5zZA4488 | HMOU EHH OWORD PTR S5: [EEP+442A5E]
BECE1EEL =] FUSH

BACE15EZ B335 DE204468 | A0D EHH OWORD PTR S5: [CEEP+443802]
BECE1SES SE FOF

HACG15ED HBOE OF EBH EBX

BECE1SEE 2955 112F4408 | MOV DWORD PTR 55: [EBP+442F111,ERx
HACG1EC] &1 FOFPAD

BECE15CE |~ 75 @8 JHE SHORT @8c&lSco

BEACG15CH B2 81800086 HMOU ERH, 1

BECE1SCS Cz Bacaa RETH @acC

BECG1ECC &3 BEEEE0EE PUSH 5]

BECE1S01 C3 ETH

BACG1502 £B2E DC30448E8 HDU ER, OWORD PTR S55: CEBP+44300C]
[ElrTpl = N = gl=] onon ACSiAAGGA [ En 5y nlnln oTD S0 FCoDaAA214 07

, In addition 1 am not confident, that this code will be always
located on one and the same displacement relative to that address,
on which we left [patcha]. Therefore 1 decided to search for this
section on the signature and to place passage to [patch]. And,
attention! Beginning from this address necessary to restore all
rubbed over by us commands, since beginning from this address (can

and earlier,

we indeed already was restored the code) ASProtect

begins to observe its integrity and will not make it possible so

simple to rummage in its code. We finish writing [patch].



GE4EE41A] &2 BEIS0EE0G FUSH Sa@a

ga4ea41F( &R B8 FUSH @
BE4EE421 FFE3 JHP EBX
ga4EE423( 58 FOF ERX

GE4aE424 |  CP4B_F9 C20@EE MOU DWORD PTR DS: [EAX-71,8C32
gE4EE42E|  &6:CP48 FE @@ MOY WORD PTR DS:[EAR-Z1,8

BE4EE421 8 FPUSHAD

ga4pa432(  SBd4d424 28 MO ER, DWORD PTR S55: CESP+261
pa4EEa435( 48 IMC ERH

ga4eE437(  SBBS MO ECH,DWORD PTR DS: CEAX]
pE4aE423(  21F9 FSESE3@1 | CHP ECH, 1E3BSTES

BE48E43F (~ 75 FS JHE SHORT FOBFS3™1.88488436
BE4EES41 2303 2F HOD EBEX, 2F

gE4EE444(  CeEE B MOW EYTE PTR DS:[CEAX], 8BS
gE4EE447( 8958 81 MOU OWORD PTR O5: CEAX+11,EEX
EE4AE44A|  &6:CF4E @5 FFO MOU WORD PTR DS:[EAX+5], B0EFF
GE4EE456( &1 FOPAED

BE4BE4E1 c2 RETH

gE4EE452( 58 FOP ERA

pa4pa452(  93EZ 87 SUB ERH, T

GE4EE45C(  CYEl FSESESA1 |MOU DWORD PTR DS:[EAXI, 1B2ESFES
EE4EE4EC)  CP48 B84 @oo@ad MOY DWORD PTR DS: [EAR+4]1, C2ZE0E000
BE4BE463( S8 FUSH ER:-

pa48E4c4| C2 RETH

Well here, almost everything. Program is practically completely
unpacked. BUT! If now it are neglected, then it will fall down
with the cry about the fact that the virus is discovered. Now for
us one must find testing the integrity of file and somehow mix
ASProtect™[u] us to reveal. | decided to separately not
[zamorachivatsja] and made just as Alex. We press Ctrl+G, we write
MapViewOfFile, harvest Enter and we on this function. To place
[brjak] on it is impossible in what place, since ASProtect
completely [dizassembliruet] entire function and it searches for
interceptions. It is possible to place [brjak] on the memory with
this address, but, in addition this [brjak] will frequently
operate because of constant checkings. But iron [brjaki] OFf
aSProtect in me constantly were discarded.

rLEEETE0 SEFF HOW EDI,EDI

TC2EEFIF =1 FUSH EEF

FLCEEE 28 SEEC Moy EEF, ESF

rCaaeraz SH_@a FUSH &

TC2EE 24 FFFE 18 FUSH DWORD FTR SS5: [EBF+18]
TLEEETSTY FF7E 14 FUZH DWORD PTR S5:[EBP+141
TC2EEF2H FFFS 18 FUSH DWORD FTR SS5: [EBF+1@]
TLEEEI0 FF7E @C FUZH DWORD PTR S5: [EBP+C]
TC2EEFAD FFFS B2 FUSH DWORD PTR S5: [EEF+2]
TLCEEETAS ES V&eFFFFFF CALL kernel32.MapliewldfFileEx
TC2EEFAS 50 FOF EBF

FLEEETHS Cz2 1488 RETH 14

But 1t is possible to enter differently. We see that the function
Of mapViewOfFile is altogether only adapter to the function OFf
mapViewOfFileEx. Here on it let us place [brjak]. We harvest F9.

We are interrupted and look into the window of stack.

TCEEBFAS| FCALL to MapliewlfFileEw from kerne
BE1Z2FOFE| 88aaaavc|| hMaplbisct = GAEEEETC [windowl
HE1Z2FOF4 | @eaaanad|| Acces=<=Mods = FILE_MAP_READ
AA1ZFOFS| @@aaanaa(]| 0ffsetHigh = @

HE1ZFOFC| @aaEanea|]| 0ff<etlow = B

HE1ZFEER| BeaEEnea( ]l MapsSize = @

HE1ZFEE4 | BAAEEEER|(LEss=Addr = HULL

HE1ZFERS | FAA12ZFESC

BE12FEEC| | BEC425FA| RETURH to BECAZEFA

We see that the address of recovery exactly falls into the body OFf
aSProtect™"[a]. it is passed to it.

BEC4ZETE Al E497CEEE MOU ER:, DWORD PTR DS: [EE97YE4]

BEC42EYE(  SB4B B3 MOU ER, DWORD FTR DS: CEAR+S]
AAC42E7E)  FFD@ CALL ERx
SEDS HMOW - EBX, EAA
BEC42E7C( S8 FLUSH EH-
BEC42e7Y0(  ES 4AB18806 CALL Bec42vCC
BaEC423682( 56 FUSH ESI
BEC42E22( CICE 99 ROR ESI. 99
BEC42e86(  BE_ZAFD47EE MOU ESI,.47FDZA
BaC42E2E|(  8Bv424 16 MO ESI,DWORD PTR SS: [ESP+1@]

We see that into the register of ebx sends the indicator to the
file. Theory is such, that it is necessary to emulate the function
OFf mapViewOfFile. To place interception on the command of mov of
ebx, eax then to cause the function OFf virtualAlloc for the
isolation of memory under the file, then to copy the file, which
loaded into the memory OFf aSProtect (it is iIt"s a pity, that it



only for reading) into the isolated by us memory and to there
already lead file to that state, in which 1t was to
[propatchivanija], and then restore the rubbed over iInstruction of
mov of ebx, eax and that the fact that they rubbed over after it,
then to substitute the address our of the original file to the
address, cleaned. The place of the call Of mapViewOfFile we will

also search for on the signature. We finish writing [patch].

Ga4EE44A|  S&6:C748 @5 FFD| MOV WORD PTR DS: CEAX+S], @DBFF
GR4EE456E( 51 FOFAD

BA4EE451 c3 RETH

Ba4EE452( 58 FOF ERH

Ba4EE453(  S3ES BY SUE ERR, T

EE4EE4EE|  CPEE FEESESE1 | MOU DWORD PTR DS: [EAXI, 1IESESYES
EE4EE4EC1  CP48 B4 @086 MOY DWORD PTR DS: [EAN+4], C2E0G08EE

Ba4EE463( 5@ PUSH _ERX

Ga4EEd4e4( S8 PUSHAD

BE4EE4EE(  9C PUSHFD

Ga4EEd4ec(  S3CH BB ADD EAX, BB

EE4EE4ES  SBEE MOU ER, OWORD PTR DS: CEAR]
BE4EE4EE( 48 DEC ER

Ba4Ep4cC( SBBS MOU ECk, DWORD PTR DS: [EAX]
pa4EEd4cE|l  21F9 FFDBSEDS | CHMP ECH, DSSBDEFF

Ba4aa474(~ 75 F5 JHE SHORT FO45F3™1.8048845E
Ba4EE47s(  83CE B2 ADOD ERM, 2

EE4EE4 79 CeBE BB Moy BYTE FTR DS: [CEAX], BEE
EE4EE4 7 Cl CP4E @1 sDe44ai Moy DWORD PTR DS: [EAX+11,FO45F3" 1. 6E406420
Ga4EE422)  CP4B @5 FFD39E! MOV DWORD PTR DS: [EARW+ES], Se9003FF
Ga4EE42a( 90 FOFFD

BR4EE42E 51 FOFAD

Ba4Ep42C|  C2 RETH

Now after ASProtect will cause the function OFf mapViewOfFile
control immediately 1t will fall on address 0040048D, where we
should cause the function Of vitualAlloc. But here indeed the
misfortune Of aSProtect [bolshe] does not include this function in
its IAT, which fills charger Windows. Now it obtains it
dynamically. However, and that to us to now return back and to
search for where ASProtect does cause this function and to
memorize somewhere this address? But where we can it write down? |
think more simply to i1tself to add this [fuktsiju] in IAT OF
aSProtect"a. And let its Windows gives to us. Let us look with the
aid of PE Of tools, where the directory of import begins.

Expart Directary oopooooo | oooooooo | L) H

Import Directary Q0234450 ooQoosss |, HI

In principle it is possible to add function, also, with the aid of
PE Of tools on the automaton. But me does not please itself as It
this makes; therefore it is better by knobs. Let us calculate
delta the displacement (read [manualy] on the import). For the
beginning let us determine in what section it is located the
directory of import.

Sections Editor x|

—Sections Informations [HEX]

Mame Virtual Size  Wirkual Offset Raw Size Raw Offset  Characteristics
0015000 Qoaoiooo O00se400  00aoioo0 EQQQoo40
000Se000 00150000 00017200 0002400 EQOO0040
oooioooo  001B3000 OOO01EQD  O00A3600 EQOO0040

JFSFC 0ooDioo0o  001C3000 000z0aE00  000AS400 EQOO0040

Q00DZ2C00 EQODOQ40

.adata 0oQo10o0  Qo&Coooo QoQooood  0o108C00 EQQO0040

Close

We see that this .data, because VA of the directory of import is

located exactly after VA of this section. It means Delta=00294000-
000D of 2c00= of 1C1400. Well here now we can calculate RVA of the
directory of import. RVA= of 00294A 50-1C1400=D3650. Let us open




file into Hex editor and will pass to obtained RVA. We see massift
11D.

goop3zes0 |00 00 00O 00 OO0 00 oo oo 00 ao oo oo 10 4A 29 00
ooop3es0 |FC 49 2% 00 00 00 00 00 00 00 00 o0 OO0 00 o0 oo
ooop3e70 B 4B 2% 00 74 4C 29 00 |DD 00 00 00 00 00 00 Dm
000D3680 |00 00 00 00 C4 4B 29 00 7C 4cC 29 00| OO0 00 OO0 OO

Let us look the name of first imported DLL. [Adres]=00294A of 10-
1C1400=D3610. We Mook, what do we have with this address.

100p3610 |[[Be 65 72 6E 65 GC 33 32 2E A4 6C 6C 00 00 00 47 (Eernel3z.dli:
100D3620 |65 74 50 72 6F 63 41 64 64 72 65 73 73 00 00 00 | etProcAddress
J00D3630 47 65 74 4D 6F 64 75 6C 65 48 61 6E 64 6C 65 41  GetModuleHand

It is excellent! That which is necessary. Now let us look, where
is located the massif of indicators to the names of functions.
[Adres]=002949FC-1C1400=D35FC.
QOOD3ISFO0 |00 OO 0O OO0 00 00 00 00 00 00 o0 o0 1o 4A 29 00
0o0Dp3&00 2E 4A 29 00 471 4A 29 00 oo oo o0 an oo dod oo DE

As we see they are imported only three functions. As you know this
massift it must conclude with 00000000, and, it concludes with
00000000 00000000. As i1t is successful! Instead of next-to-last
00000000 we can enter address for the line “Of virtualAlloc” and
charger it automatically changes it to the real address of
function. But there are no lines “OF virtualAlloc” in the file!
But we will enter our i1ts scarcely higher [patcha]. Let us make
this In the same Of hex editor.

0000340 (56 9 72 74 75 61 AC 41 60 AC AF 63 00 00 00 00 | Virtualalloc. .

0000350 |C6 05 87 41 69 00 E9 ©7 05 88 41 69 00 DA Cl D6 | #®.$Ai.i=.€Ai.1
We enter instead of next-to-last 00000000 - > O0O0O0033E (00000340-

2)

000D35F0 (00 00 00 0O OO OO0 OO OO OO0 OO 00 00 1D 4A 29 OO0

000D3600 | 2E 4A 29 00 41 4A 29 00 3E 03 00 00 OO0 OO0 OO OO
All, now we know that we can cause VirtualAlloc to
D3608+1C1400+00400000=694A08 at any time ©. let us write our
[patch]. Let us preserve registers and let us isolate memory with

size our File:

oE4Ee420( S8 FLUSHAD
EE4EE42E( BB DACH18EE MOY EEX, 180868
BE4E60493( &R B4 FUSH 4
EE4EE495 1 &2 BE1008EE FUSH 18G&

BE4E0490( 53 FUSH EEX

BE4E045E( &R B@ FUSH &

BE4EE420(  BS B34AIE0 HMOL ERR, <&kkerne L322, Ulrtualﬂllnc>
AR ARLOR FF1RA Akl I'II|II'IRI'I PTR NS:TF

Let us copy into the chosen memory the flle loaded By
aSProtect®[om] and will substitute indicator to our:

[s]SEYs[sEYeE 230z AOR EDX

BE4EE4HE SBEF424 1C HMOU ESI, DNDRD FTR S5:[ESP+1C]

BE4ERAAR BEFS Mol EDI

BE4EE4AC ZBCE Mo ECH EBH

BE4HEAHE FZ: A4 REF MOUS EYTE PTR ES: [EDI]1,BYTE PTR DS:[ESI]
Ba4804E8 294424 1C MOU DWORD PTR SS5: [ESF+1C], ER

Let us clean [patcha] from PE title:

AE4EE4ES| B 10B3REEE MOU ECK, 218

HE4EE4ES) 33C1 B4 AOO ECH, 4

OO4GG4EC|  CPO402 GOEOEEH MOY OWORD PTR DS: [EAX+ECH], @
pE4EE4cs)  B1F9 SARSEEEE | CHP ECH,SEA

BE4EE4CT )~ 76 EE JEE SHDHT FOEFSE™1. E4aa4E3

Let us restore the table of |mport “and the beginning OF
aSProtect™[a]:




oE4pE4CEl B B22cEDE0 MOL ECH, B026a5

BO4EE400| CrA4RS BERR@EE MOU OWORD PTR DS: CEAX+ECK], |

pE4EE40y( B2 B81lo0a80 MOL ECH, 188

BE4EE40C|  CPA4BE B14R698l MOU OWORD PTR 0% [EAX+ECK], FOBFEZ™ 1. BRE246861
BE4EE4E3] &1 FOFAD

Well let us restore the intercepted instructions and let us return

to the body Of aSProtect[a].

BE4E64E4|  SE FOF ESI

BE4E64ES|  S3EE @r SUB ESILV

EE4EE4ES|  CFPBE SBOBSWES | MOU DWORD PTR DS:CESI], ERSEDSZE
GE4EE4EE|  CP4S @4 4AB16E0 MOV DWORD PTR DS: [ESI+41, 14A
BE4EE4FE|  FFE& JHMP ESI

Now, if we neglect program, then it will be neglected, and it will
completely normally work. Now let us find the place, where
ASProtect enters iIn the program indicator to the key.

Address |Hex dump ASCII -
GECECEAC | BB B8 A6 BR AR AR AR AR AR AR QA GA) AR &R
HASESHEEC | B8 A8 BB &

GESESEAC) BB @8 @8
AASESEEC| @R BE @8 @ Label
BESESECT

ARSESE0C Breakpoink
ARASESAED

GARSECAFC| BB BA B8 @ Search Fur

]
B OBE| ...

e o R T L I

BOSESCTC B8 88 BE 8l cony y ba @@ oLl

BECECHED | BB BB BB O B BB e

GEEESACC| BB BB BB B Bingry b pB BBl
B

F2: RS REF HOLS DWORD PTR ES:[EDI],.DWORD PTR DS:[ESI]‘
BACIZEEE 29C1 MOY ECH, ERX
BECIZEET|  F3E1 B3 AND ECH,3 I
We harvest F8 and look, that we have to 005B804C.
Address | Hen dump HSEII Fs

BESECE4C [FEETESNEENEE FF FF FF FF|FF FF FF FF|1C DH 55 ©@
BESESESC| 18 DH 55 BE B4 DH 55 BE FS D9 55 BB BB BB BB BE PrU trU °JU

As we see th?gxhot that. Now ASProtect carrled there the address,
which was to the packing and where the further it it changes.

Therefore again we harvest F9 and are interrupted here.

BE44CO7E|  ERddd @4 oL EAs, OWORD FTR S5 [ESP+41 ‘
AZ 4CoEEEEE ML OWORD PTR D5: [EESE4C], ERX
| BR44CO7E| L2 @4@a RETH 4 ) )
But here this is already very interesting! Here ASProtect writes
value from eax concretely with th address e interesting us. We

harvest two times F8 and look, where they left:
BEC4CHEH 2B47 B4 EEELEEEQDNDRD FTR DS5: [EDI+4]

AEAC4CABD|  FFOE
MOL ER, DWORD FTR DOS: CCE97YER]

Al EB??CEBB
BEC4CHCSE B4 Moy EHX”DNDRD FTR DS:[EM:+43]

I decided to intercept the function of call of eax and to write
down with th address e interesting us indicator to th line e
necessary to us, and after this to return control to the code,
after call of eax. We will also search for this place on the
signature. As I not tried, but so also I could not compose the
unique signature of the long of 8 bytes. But that that it came out
it 1s encountered in the file of 2 times and to us iIs necessary It
is 2nd 4. let us write [patch].

HE4ER4ES =31 FOPAD

HE4ER4E4 EE FOF ESI

HA4BEA4ES 23EE &r SUB ESI,

HA4ER4ES C7as SEDSSEES | MOL DNDRD FTR 0OS:[ESI],ESEA022E
HE4EE4EE C74E @4 4AE188 MOU DWORD PTR DS: [ESI+4] 14A
HE4ER4FS [=15] FUSHAD

Ba48E84F5 22FF #OR EDI,EDI

HE4ER4F S 46 IMC ESI

Ba48a84F3 SEAS MOLY ERX,DWORD PTR DS: [ESI]
HE4ER4FE 20 47a4FFDE CHMFP ERA, DEFFE447

BE4BEH5EH| ~ TE F& JHE SHORT FOBFEE™1. BE4EE4FS
HA4EREE2 47 IHC EDI

Ba4B8R56a3 23FF @1

HE4ER5EE ~ 74 FA dE SHDHT FDBFES”l HE4ERE4F &
HE4EAERS 22EE B2 SUB ESI, 2

HE4EHRSEE CEAS B2 MO BVTE FTE O5:[ESI1, 8BS
HE4EARSEE 81C5 923B0EEEE | ADD EEX, 932

HE4ERS 14 S95E Al MOl DNDRD FTR OS:[ESI+11,EEX
HA4EARE L7 G6:C746 GBS FFOI MOW WORD PTR DS:[ESI+S], BOEFF
BA4EAR510 =3 FOPAD

BR4BESIE| FFEE JHE EST




Well, then we intercepted the function Of aSProtect”[a], which
corresponds for the registration and now we must it emulate. For
this let us enter to 005B804C indicator to the key. But indeed we
do not have key! But we and it will enter scarcely higher our
[patcha] (above the line “Of virtualAlloc”). We will use Hex by
editor.

320 |53 70 65 63 6% 61 6C 20 62 75 69 6C 64 20 66 72 | Special build fr
330 |6F 6D 20 50 45 5F 4B 69 6C 6C 00 00 00 00 00 OO0 | om PE_Kill......
340 |56 69 72 74 75 61 6C 41 6C 6C 6F 63 00 00 00 00 | Virtualalloc....
And let us write [patch].

BE4EES1E FFE& JMP ESI

BE4EEEZH 1] FUSHAD

BE4EEEZ 1 B 4CE0SEEE MOW ECH, FOBFES™ 1. BEESE4C
BEARS 2 E CVE1 200346888 | MOU DOWORD PTR OS5:[ECK],FORFS3™1. 00486328 | ASCIT "Special build from PE_KILL™
BE4EEEZC &1 FOPAD

BEAEEE 20 =35 FOF ERX

BE4EEEZE 43 OEC ER:

BE4ERS2F CvY4d FA S@2B47 MOW DWORD PTR DS: [ERX-&1, 4470B5E
BE4EEESE tEiCP40 FE FFONMOW WORD PTR DS:[CERAX-2],006FF
BE4ARSSC CeaE A1 MOV BYTE FTR DS:CEAx], BA1
BE4EEE2F FFE& JMP ERE

Now, If we neglect program, then let us see, that NAG disappeared
and program was neglected as [zareganaja]. Let us open window
“about the program..” :

x|

|Proxima

e e o
TEOFTWARE

74 FontExpert 2005
4 I‘* Yerzion: 7.00 Releaze 1

Copyright 2 1933-2005 Proxima Software

Licenze Key:
Special build from PE_Eill

Wwieb Siter  kittpe A, ProsinnaS oftware, com

Since 1991 on the market of font tools,

As we see — all good. But now let us try to transfer time forward
and by [perezapustim] program.

FontExpert 2005 x|

\lj) Trial period For this program has expired. Please activate your License Key,

[Mda].. Wwe will fight. Let us determine, where occurs checking to
the time expiration of [triala].

Let us place [brjak] on MessageBoxA. But! To place is necessary
also as to MapViewOfFile. For the beginning let us place [brjak]
on0040053Fi1n our [patche]. Let us neglect program. They
interrupted. We harvest Ctrl+G, we write MessageBoxA, harvest
Enter. Now we in this function.



7 rO7ESEE SEBFF MoU EOI, EDI

rroveEsEnl 55 PLSH_EEF

TrOVEERE( SEEC Moy EBF, ESP

FrOVESiE) 2330 1Ce4D9FF | CHP OWORD FTR DS: [rrDaa4ic], a8
TrOvESLV(~ 74 24 JE SHORT USERSZ2, PrDFesal
CEOVESLS) &d:iAl 10B8EEEE| MO EHH DWORD PTR FS:C181
TrOVESIF(  &R_B@ FUSH @

TrOvEs2l FFra 24 FUUSH DWORD PTR DS [EHX+24]

r0vEsE4) 68 F4BRDFF 7 FUSH LISER3Z. 7096,
FrOVEEZS) FELS 18120377 | CALL DWORD FTR DS [<&KERHEL32 Interlocke
TrOvESZF(  S85Ce TEST EHX,EFX

FrO07ESS1 |~ 75 EA JHZ SHORT USERZZ.7FOFAS30
rrOFEsas CPasS FEBRDSFy | Moy DNDHD FTR D5:CyrD9@AFE], 1
TrOvEE2D &H @@ FLUSH

TrO7FEs3F FFFS 14 FUSH DNDRD FTR 55:[EEP+14]
TrOvEs42 FFFS 18 PUSH DWORD PTR S55: [EEF+1@]
TrOFEs4E FFFS BC FUSH DWORD FPTR SS5: [EEF+C]
TrOvEsds FFFS 83 FUSH DWORD FTR S5: [EEF+S1]

T rO7FEs4E ES ZDEEEHHG CALL USER3Z2.MessageBoxExA
rrOFEsER 50 FOF EEF

rrOFEEE1 Cz 1688 RETH 1@

As we see this function it is also adapter to the function Of
messageBoxXExXA. Let us pass to this function and let us place
[brjak] on it. But now let us use [obaldennuju] [fichu] Of ollyDbg
of — reverse laying out. For this let us first transfer diagnostic
routine into the regime of the laying out of the code by the
pressure of the keys For ctrl+F11. We await, until program
interrupts on our [brjake]. It interrupted. Now we begin to
harvest key “-” minus on the digital keyboard. In this case Olly
begins to produce the reverse laying out of the code, In this case
showing the state of registers and stack at that moment, when this
|nstruct|on was carried out. We leave into this place.

Ll o [EPLEP Y rJaon co

BE44CCEZ 56 PUSH ESI

BE44CCES( 57 PUSH EDI

BE44CCE4 | BE_SBCEGEEE Moy EST, FOBFES™ 1. BESECEEE ASCII "FontExpert 2885
Ba44CCER(  8DYD FB LEA EDI,OWORD PTR S5:[EBF-18]

BE44CCEC( RS MOLUS DWORD PTR ES: CEDI],DWORD PTR DS:CESI]

BE44CCED(  AS MOUS DWORD FTR ES: [EDI], DWORD PTR DS:[ESII

BE44CCEE|  SB1D C4DFPEEEE | MOU EBX,DWORD PTR DS: [ESOFC4] USERZ2.MessageBonA
BE44CCC4(  AS MOUS DWORD PTR ES: [EDI],DWORD PTR DS:CESI]

BE44CCCE( &R 13 PUSH 13

BE44CCCY( A MOUS DWORD PTR ES: [EDI],DWORD PTR DS:CESI]

BA44CCCE( 59 POF ECH

BE44CCCT [ BE SBCESEEE Moy EST, FOBFES™ 1. BE5ECE3E ASCII "Trial pericd for this p
EE44CCCE(  20BD FCFFFFFF |LER EDI,DWORD PTR S5: [EEP-S24

Ga44CCc04(  F3:AS HEP HDUS DWORD PTR ES:LCEDIT, DNDRD FTR DS: [ESI

BA44CCOE( &R 48

Ga44CCc0s( 8045 FB LEH EHX DWORD FTR SS: CEBP-181

ea44CcCcOE( 58 PLSH_EAN

GE44CCcOC| 2085 FCFFFFFF | LER EHX DWORD FTR SS5: CEBP-241

BE44CCEZ( 5@ PLUSH

BE44CCES( &R BB PLSH B

BA44CCES) A4 MoUs BYTE PTR ES:[EDI],BYTE FTR DS:[ESI]

BE44CCES|  FFD3 CALL EEX USERZ2.Mes=sageBonA
BA44CCES( &R 48 PUSH 4@

BE44CCER( 59 POF ECH

BE44CCEE(  BE ZBC4SeE@ Moy ESI, FOBFES™ 1. BE56C428 ASCII "@12345672398123456789812
GE44CCFE(  S0DBD WSFEFFFF | LER EDIL,DWORD PTR S5: [EEF-1821

EE??EEEE EE.EEn‘nnnn EE&HH?US DWORD PTR ES:CEDI1,DWORD PTR DS: [ESI

As we see precisely hence it was caused MessageBox. But there are
no conditional jumps; therefore let us continue reverse laying
out, until we leave here here.

MELALE S =] = Tt} MUY EHE, UWUED FIHE US: LEDL+2E]
BEC4CEZE( FFD@ CALL ERX

BECACEZS|  B3FF 238 @8 CHF DWORD PTR DS: CEDI+321,8
BAC4CEZC|~ 74 22 JE SHORT BEC4CESE

BEC4CEZE( | &R Bl FUSH 1

BEC4CESE( | &2 2ESvVCIE0 FUSH BC3ETZE

BEC4CESS( | 832C24 B2 SUB DWORD PTR S55:CESP], =2
BEC4CEZS|-| FF25 ASB4CEEE | JHF DWORD PTR DOS: CCEE4AS]
BECACESF || EB_BF JHP SHORT BEC4CEES

HEC4CE4L] | B37F_28 B0 CHP_DWORD PTR DS:CEDI+221,4

If passage to 0O0CACE 2c was carried out, then program would jump
over through the leap of 00C4CE39, which leads for the
communication about the end of [triala]. Will search for this
place as you already they surmised on the signature. We finish
writing [patch].



BE4ERSZE [=15] FUSHAD

BE4EEE: 1 B3 4C2ESERE MaL ECk, FOBFES™ 1. BEEESA4C
BEEES2E Cral Z8@34ee8 | MOV DWORD PTR 0S:[ECKI, FOBFSZ™1.88400321 ASCII "Special build from FE_KLLL™
BE4EEE2C =) POPAD

BE4EEE20 1] POP ERA

B ERS2E 48 OEC ERX

BE4EEE2F CrP4@ FH S@3B47 MOU DWORD PTR OS5:[EAX-&1,4473BEE
B EREZE &5:C748 FE FFDI MOU WORD FPTR DS: [ERX-Z21, BDBFF

EE4EE52C(  CeBB Al Moy BYTE PTR DS: CEAKX], 8A1
BE4EEEIF( &8 PLUSHAD

GE4EEE46E( 48 IMC ERA

BE4EE54 1 SBEg HMOW ECH, DWORD_PTR DS: [ERAR]
EE4EEC4Z(  B1F9 P4226RAB1 | CHP ECK, 16A2274

BE4EE543(~ F5 FS JHZ SHORT FORFSE" 1. AB4AE54E
EE4EE54E( CeBB EB Moy BYTE FTR DS:[EAX],BEE
EE4EEC4E(  S3CE 24 ADD ER, 24

BE4EE5E 1 Cela B9 MOU BYTE PTR_DS: [EAX1,BED

BE4EESE4 | Crd@ B1 S4BS4e) MOY DWORD PTR DS: CEAR+ 1, FOBFSS™ 1. o@4@a
OG4GECCE|  G6:CP4@ GBS FFD|MOU WORD PTR DS:CEAX+S]1, BO1FF

BE4EE5E 1 &1 FOPAD

BEAEREEZ FFE& JHFP ERE

BE4EEEE =] POP ECH

BE4ERSES Codl D5 74 MOV BYTE PTR DS: LECK-2B1, 74
BE4EREED 23ET @r SUB ECK,T

BE4ERSEC Crel S37FOSE@ |HOU OWORD FTR OS: [ECK], 8FF33
BE4EEE T2 Cr41 B4 7423A11 MO DWORD PTR OS5: [EEH+4] BBA12374
BEIERS TS FFE1 JHMFP ECH

Now, if we neglect program, then it will be neglected, and it will
consider itself [zareganoj], but if you visit into Tools->Detect
Of font OF problems->Installed OFf fonts and will press in the
appeared window OK, then program will be thrown out into the
system error. To catch the reason for error is simple. It is
necessary to place [brjak] on reading to 005B804C, then to open
Tools->Detect Of font Of problems->Installed Of fonts to harvest
OK and we will fall on checking of [zareganosti]. After which if
we not [zaregany] window is shut normally, but if yes — that here
here 1 did not greatly understand that he occurs. The whether this
what first [izvratnaja] checking on [zareganost], then whether
still that, but this something causes terrible Gluck and [proga]
falls. These possible places are [poshifrovany] and are deciphered
only with the introduction of key, can everything much simpler. On
the whole it is necessary to read a little about the limitations,
what me it does not absolutely want. ITf to you it iIs interesting
to completely force open this program, then 1 think problems in
you it will not arise, since last [propatchenaja] command was
already in unpacked [proge] and now you can [patchit] any bytes of
program. I round on this. Successes to you in all your
undertakings! PE Kill.

Complete [iskhodnik] of [patcha] (to 400350 it goes text, but
[dizasm] accepted it for the code):

/* 400320 */PUSH EBX

/* 400321 */JO SHORT FOOF53~1.00400388

/* 400323 */ARPL WORD PTR DS:[ECX+61], BP

/* 400326 */INS BYTE PTR ES:[EDI], DX

/* 400327 */AND BYTE PTR DS:[EDX+75], AH

/* 40032A */IMUL EBP, DWORD PTR SS:[ESP+20], 6D6F7266
/* 400332 */AND BYTE PTR DS:[EAX+45], DL

/* 400335 */POP EDI

/* 400336 */DEC EBX

/* 400337 */IMUL EBP, DWORD PTR SS:[ESP+EBP * 2], O
/* 40033F */ADD BYTE PTR DS:[ES1+69], DL

/* 400342 */JB SHORT FOOF53~1.004003B8

/* 400344 */JINZ SHORT FOOF53~1.004003A7

/* 400346 */INS BYTE PTR ES:[EDI], DX

/* 400347 */INC ECX



/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

400348
400349
40034A
400348B
40034D
40034F
400351
400356
400358B
400361
400366

*/INS BYTE PTR ES:[EDI], DX
*/INS BYTE PTR ES:[EDI], DX
*/0UTS DX, DWORD PTR ES:[EDI]
*/ARPL WORD PTR DS:[EAX], AX
*/ADD BYTE PTR DS:[EAX], AL
*/ADD DH, AL

*/ADD EAX, FOOF53~1.00694187
*/IMP of 41C80922

*/IMUL EAX, DWORD PTR DS:[EAX], FFD6C1 DA
*/IMP FOOF53~1.00694001
*/SUB ECX, 2c0BDO0OO

40036C*/0F MOV BYTE PTR DS:[694228], OE9

400373
40037D
400382
400385

*/MOV DWORD PTR DS:[694229], FFD6C155
*/IMP FOOF53~1.0069418D

*/MOV S1, CX

*/MOV BYTE PTR DS:[6942FA], OE9

40038C*/0F MOV DWORD PTR DS:[6942FB], FFD6C0O9C

400396
400398
4003A0
4003A7
4003B1
4003B6
4003BD
4003C7
4003CE
4003D8
4003E2
4003E7
4003E9
4003EF
4003F2
4003F9
4003FF
400408
400409

*/IMP FOOF53~1.00694248

*/MOV EDX, OA8E5462

*/MOV BYTE PTR DS:[6943A3], OE9

*/MOV DWORD PTR DS:[6943A4], FFD6COOE
*/IMP FOOF53~1.006942FF

*/MOV BYTE PTR DS:[6943A3], OF

*/MOV DWORD PTR DS:[6943A4], 1F82
*/MOV BYTE PTR DS:[694581], OBA

*/MOV DWORD PTR DS:[694582], FOOF53~1.004003E7

*/MOV DWORD PTR DS:[694586], 8B90OD2FF
*/IMP FOOF53~1.006943A3

*/ADD EAX, EDI

*/MOV DWORD PTR SS:[EBP+1C7], EAX
*/ADD EDX, 22

*/MOV BYTE PTR DS:[EAX+F3], 0B9

*/MOV DWORD PTR DS:[EAX+F4], EDX
*/MOV WORD PTR DS:[EAX+F8], OD1FF
*/RETN

*/ADD ECX, 1la

40040C*/0F MOV BYTE PTR DS:[EBX+7], OBB

400410
400413
400419
40041A
40041F
400421
400423
400424
400428
400431
400432
400436
400437
400439
40043F
400441

*/MOV DWORD PTR DS:[EBX+8], ECX
*/MOV WORD PTR DS:[EBX+C], OD3FF
*/POP EBX

*/PUSH 8000

*/PUSH O

*/JIMP EBX

*/POP EAX

*/MOV DWORD PTR DS:[EAX- '], 0C3
*/MOV WORD PTR DS:[EAX-2], O
*/PUSHAD

*/MOV EAX, DWORD PTR SS:[ESP+20]
*/INC EAX

*/MOV ECX, DWORD PTR DS:[EAX]
*/CMP ECX, 1b80875

*/INZ SHORT FOOF53~1.00400436
*/ADD EBX, 2F
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400444 */MOV BYTE PTR DS:[EAX], OBS8
400447 */MOV DWORD PTR DS:[EAX+1], EBX
40044A */MOV WORD PTR DS:[EAX+5], ODOFF
400450 */POPAD

400451 */RETN

400452 */POP EAX

400453 */SUB EAX, ™

400456 */MOV DWORD PTR DS:[EAX], 1b80875
40045C*/0F MOV DWORD PTR DS:[EAX+4], C2000000
400463 */PUSH EAX

400464 */PUSHAD

400465 */PUSHFD

400466 */ADD EAX, 0B

400469 */MOV EAX, DWORD PTR DS:[EAX]
40046B */DEC EAX

40046C*/0F MOV ECX, OF DWORD PTR DS:[EAX]
40046E */CMP ECX, D88BDOFF

400474 */INZ SHORT FOOF53~1.0040046B

400476 */ADD EAX, 2

400479 */MOV BYTE PTR DS:[EAX], OBB
40047C*/0F MOV DWORD PTR DS:[EAX+1], FOOF53~1.0040048D
400483 */MOV DWORD PTR DS:[EAX+5], 5690D3FF
40048A */POPFD

40048B */POPAD

40048C*/0F RETN

*/PUSHAD

40048D
40048E
400493
400495
40049A
400498
40049D
4004A2
4004A4
4004A6
4004AA
4004AC
4004AE
4004B0
4004B4
4004B9
4004BC
4004C3
4004C9
4004CB
4004D0
4004D7
4004DC
4004E3
4004E4
4004E5
4004E8
4004EE

*/MOV
*/PUSH
*/PUSH
*/PUSH
*/PUSH
*/MOV

EBX, 10C000

4

1000

EBX

0
EAX, <&kernel32.VirtualAlloc>

*/CALL DWORD PTR DS:[EAX]

*/XOR
*/MOV
*/MOV
*/MOV
*/REP
*/MOV
*/MOV
*/ADD
*/MOV
*/CMP
*/JBE
*/MOV
*/MOV
*/MOV
*/MOV

EDX, EDX

ESI, DWORD PTR SS:[ESP+1C]

EDI, EAX

ECX, EBX

MOVS BYTE PTR ES:[EDI], BYTE PTR DS:[ESI]
DWORD PTR SS:[ESP+1C], EAX

ECX, 310

ECX, 4

DWORD PTR DS:[EAX+ECX], O

ECX, 58A

SHORT FOOF53~1.004004B9

ECX, 0D3608

DWORD PTR DS:[EAX+ECX], O

ECX, 1001

DWORD PTR DS:[EAX+ECX], FOOF53~1.00694001

*/POPAD

*/POP
*/SUB
*/MOV
*/MOV

ESI

ESI, "

DWORD PTR DS:[ESI], E850D88B
DWORD PTR DS:[ESI+4], 14A
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4004F5
4004F6
4004F8
4004F9
4004FB
400500
400502
400503
400506
400508
400508
40050E
400514
400517
40051D
40051E
400520
400521
400526

*/PUSHAD

*/XOR EDI, EDI

*/INC ESI

*/MOV EAX, DWORD PTR DS:[ESI]

*/CMP EAX, DOFF0447

*/INZ SHORT FOOF53~1.004004F8
*/INC EDI

*/CMP EDI, 1

*/JE SHORT FOOF53~1.004004F8
*/SUB ESI, 2

*/MOV BYTE PTR DS:[ESI], OBS8
*/ADD EBX, 93

*/MOV DWORD PTR DS:[ESI+1], EBX
*/MOV WORD PTR DS:[ESI1+5], ODOFF
*/POPAD

*/JIMP ESI

*/PUSHAD

*/MOV ECX, FOOF53~1.005B804C
*/MOV DWORD PTR DS:[ECX], FOOF53~1.00400320

40052C*/0F POPAD

40052D
40052E
40052F
400536

*/POP EAX

*/DEC EAX

*/MOV DWORD PTR DS:[EAX- "], 4478B50
*/MOV WORD PTR DS:[EAX-2], ODOFF

40053C*/0F MOV BYTE PTR DS:[EAX], OAl

40053F
400540
400541
400543
400549
400548
40054E
400551
400554
400558B
400561
400562
400564
400565
400569

*/PUSHAD

*/INC EAX

*/MOV ECX, DWORD PTR DS:[EAX]
*/CMP ECX, 16A2274

*/INZ SHORT FOOF53~1.00400540
*/MOV BYTE PTR DS:[EAX], OEB
*/ADD EAX, 24

*/MOV BYTE PTR DS:[EAX], OB9
*/MOV DWORD PTR DS:[EAX+1], FOOF53~1.00400564
*/MOV WORD PTR DS:[EAX+5], OD1FF
*/POPAD

*/IMP EAX

*/POP ECX

*/MOV BYTE PTR DS:[ECX-2b], 74
*/SUB ECX, ™

40056C*/0F MOV DWORD PTR DS:[ECX], 87F83

400572
400579

*/MOV DWORD PTR DS:[ECX+4], BOA12374
*/JIMP ECX



